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Menyatakan dengan scbenarnya bahwa skripsi ini benar — benar merupakan hasil karya saya
sendiri, bebas dari peniruan terhadap karya dari orang lain. Kutipan pendapat dan tulisan orang
lain ditunjuk sesuai dengan cara-cara penulisan karya ilmiah yang berlaku.
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Analisis Malware Menggunakan Static Analysis, Dynamic Analysis, dan Reverse
Engineering pada Honeypot

ABSTRAK

Malware Windows merupakan ancaman keamanan siber yang terus berkembang dengan
varian baru bermunculan setiap.harinya, sementara penelitian terdahulu masih terbatas
pada satu atau dua metode analisis.serta bergantung pada dataset publik yang bersifat
statis dan kurang mencerminkan pola'serangan terkini. Penelitian ini bertujuan untuk
mengembangkan honeypot sebagai sarana pengumpulan sampel malware Windows
secara real-time, serta melakukan analisis mendalam terhadap sampel tersebut
menggunakan tiga metode terintegrasi, yaitu Static Analysis, Dynamic Analysis, dan
Reverse Engineering, guna menghasilkan kompilasi Indicators of Compromise (1oC)
yang komprehensif. Studi kasus dilakukan terhadap lima sampel malware yang ditangkap
oleh honeypot Dionaea pada platform T-Pot, terdiri atas dua sampel bertipe Launcher
dan tiga varian WannaCry, yang sebelumnya diverifikasi menggunakan VirusTotal. Static
analysis menggunakan PEStudio, Detect-It-Easy (DIE), dan FLOSS berhasil
mengidentifikasi struktur PE, toolchain kompilasi yang identik pada seluruh sampel,
evolusi tingkat obfuscation (entropi-rendah pada Sampel 1-3 dan tinggi pada Sampel 4—
5), serta domain C2 hardcoded yang menyerupai mekanisme kill-switch WannaCry tanpa
risiko eksekusi. Dynamic analysis melalui Process Monitor, Process Explorer, Wireshark,
dan FakeNet mengungkap perilaku runtime aktual, termasuk network scanning agresif
menuju port 445 (SMB), upaya eksploitasi SMBv1/EternalBlue oleh proses mssecsvr.exe,
serta pola registry enumeration dan masquerading pada berbagai proses. Reverse
Engineering menggunakan Ghidra berhasil membongkar logika dropper dan mekanisme
konstruksi path dinamis.melalui fungsi ekspor Play Game, yang tidak terlihat pada kedua
metode sebelumnya. Hasil penelitian menunjukkan bahwa ketiga metode bersifat saling
melengkapi, di mana kombinasi ketiganya menghasilkan cakupan 1oC yang jauh lebih
komprehensif dibandingkan penggunaan satu atau dua metode saja, sehingga dapat
dijadikan acuan deteksi dan respons insiden siber terhadap malware Windows canggih
seperti WannaCry.

Kata kunci: Malware Analysis, Static Analysis, Dynamic Analysis, Reverse Engineering,

Honeypot, Indicators of Compromise, Windows Malware, WannaCry.
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BAB |
PENDAHULUAN

1.1 Latar Belakang

Malware merupakan ancaman keamanan siber yang jahat dan paling kritis, yang
secara sistematis.menargetkan sistem operasi Windows, platform yang
mendominasi sekitar 73,38% pasar perangkat komputasi global di lingkungan
personal, enterprise, dan infrastruktur kritis (StatCounter, 2024). Jenis serangan
ini mencakup ransomware yang mengenkripsi data berharga secara massal untuk
memeras korban (Kaspersky, 2024), trojan downloader yang mengunduh payload
tambahan secara diam-diam, serta infostealer eanggih seperti Lumma Stealer
yang mencuri kredensial perbankan dan akun korporat, mengakibatkan kerugian
ekonomi mencapai ratusan miliar rupiah pada tahun 2023-2024 (Asosiasi
Penyelenggara Jasa Internet Indonesia, 2024). Menurut AV-TEST Institute,
sebuah lembaga independen yang memantau ancaman siber secara global, lebih
dari 450.000 malware dan program tidak diinginkan (Potentially Unwanted
Application/PUA) baru terdaftar setiap hari di basis data mereka, dengan jumlah
ini terus bertambah karena aktivitas penyerang yang konstan (AV-TEST Institute,
2024). Platform Windows tercatat sebagai salah satu target utama malware karena
dominasi penggunaannya di lingkungan desktop/laptop serta luasnya serangan
yang sering dieksploitasi dalam berbagai teknik malware.

TOTAL AMOUNT OF MALWARE AND PUA

-

Gambar 1. 1 Statistik Total Malware dan Potentially Unwanted Applications

Pada Gambar menunjukkan perkembangan jumlah total malware dan Potentially

Unwanted Applications (PUA) secara global yang tercatat oleh AV-TEST

10
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Institute sejak tahun 2008 hingga 2024. Grafik disajikan dalam bentuk batang
bertumpuk (stacked bar chart), di mana warna merah merepresentasikan jumlah

malware dan warna biru menunjukkan jumlah PUA.

Berdasarkan data yang dipublikasikan oleh analisis antivirus independen di tahun
2025 sekitaran 87,4% dari deteksi malware terjadi pada windows, sedangkan pada
mac OS mencatat sekitar 12,6% dari total kasus malware yang
terdeteksi.Penelitian sebelumnya menghadapi beberapa tantangan dan
keterbatasan yang signifikan. Pertama, berkaitan dengan sumber data,
sebagaimana yang telah dilakukan oleh Yusirwan et al. (2020) dan Guo et al.
(2023), banyak penelitian sebelumnya bergantung pada dataset publik seperti
Virus Share, Malware Bazaar, atau Contagiodump yang bersifat statis dan sudah
tersedia secara terbuka, sehingga menimbulkan permasalahan terhadap tingkat
kebaruan sampel yang.dianalisis. Di sisi. lain, penelitian yang dilakukan oleh R.M.
Muhammad et al. (2021) dan Holbel et al. (2024) memanfaatkan honeypot,
namun fokus penelitian mereka lebih mengarah pada perancangan sistem
keamanan jaringan dan proses threat hunting, bukan pada analisis teknis
mendalam terhadap sampel malware itu sendiri. Kedua, keterbatasan metodologi
analisis yang dipakai sebagaimana dilakukan oleh Eliando et al. (2022), Guo et al.
(2023), dan Damasevicius et al.(2025). Penelitian terdahulu cenderung
melakukan satu jenis analisis saja, baik itu static analysis, dynamic analysis,
maupun reverse engineering, tanpa melakukan kombinasi komprehensif dari
ketiga metode tersebut untuk membongkar logika internal malware secara

mendalam.

Static analysis menjadi langkah penting pertama yang memungkinkan ekstraksi
informasi struktural dari Portable Executable (PE) header tanpa eksekusi berisiko,
termasuk analisis Import Address Table (IAT), section permissions, overlay data,
serta suspicious strings yang mengindikasikan C2 domains atau registry run keys.
Tools seperti.PEID untuk packer.identification dan Strings untuk hardcoded 10C
extraction memberikan baseline analysis yang cepat namun terbatas pada

surfacelevel artifacts.
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Dynamic analysis melengkapi keterbatasannya dengan monitoring perilaku
runtime dalam lingkungan sandbox terisolasi, mengamati API calls mencurigakan

seperti

CreateRemoteThread, registry modifications di

HKLM\Software\Microesoft\Windows\CurrentVersion\Run, network beaconing ke
external IPs,serta file drops di %AppData% atau %Temp% directories. Platform
tools Process Monitoring dan Process Explorer secara spesifik mencatat
behaviaral indicators yang tak terlinat pada static examination, seperti process

injection dan privilege escalation attempts.

Reverse engineering melalui disassembly dan decompilation kode assembly
merupakan tahap lanjutan analisis untuk mengungkap logika tersembunyi seperti
anti-analysis techniques (timing checks, red pill), custom crypters, dan hardcoded
C2 infrastructure yang luput dari dua metode sebelumnya, memerlukan tools

profesional seperti Ghidra untuk control flow reconstruction.

Penelitian ini mengambil sampel malware terbaru yang dihasilkan langsung dari
honeypot tpot, menangkap varian autentik dari penyerang nyata dalam real-time,
berbeda dengan penggunaan dataset publik yang bersifat statis seperti VirusShare
atau Malware Bazar yang sudah outdated dalam 24-48 jam. Sampel Honeypot
merepresentasikan attack patterns terkini dengan geographical relevance ke
Indonesia, memberikan ground truth data untuk validasi ketiga metode analisis
secara komprehensif.

Penelitian ini menerapkan analisis sistematis terhadap sampel malware Windows
terkini dari honeypot menggunakan tiga metode terintegrasi secara berurutan:
Static Analysis dengan Detect-It-Easy (DIE), strings/Floss, PEStudio, dan
Virustotal untuk structural profiling tanpa execution risk. Dynamic Analysis
melalui-Process monitor (Procmon), Process explorer, Wireshark, dan juga
Fakenet.“Reverse Engineering. menggunakan Ghidra (free) untuk full
disassembly, function identification, string references, dan control flow graph
reconstruction guna ekstraksi 10C tingkat tinggi seperti mutex names, registry

persistence paths, dan obfuscated C2 communications.
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1.2. Perumusan Masalah

Melalui latar belakang tersebut, maka rumusan masalahnya adalah:

1.
2.

Bagaimana mengembangkan honeypot untuk mengumpulkan malware?
Bagaimana. melakukan analisis menggunakan static analysis, dynamic
analysis, «dan reverse. engineering terhadap sampel malware yang

dihasilkan dari honeypot.

1.30 Batasan Masalah

Batasan masalah ini bertujuan untuk memperjelas ruang lingkup penelitian

sehingga pembahasan tidak terlalu luas. Adapun batasan masalah dalam penelitian

ini adalah sebagai berikut:

1

Sampel-malware terbatas pada varian Windows yang ditangkap honeypot
dan dipilih:sebanyak'5 sampel

Analisis static' menggunakan tools DIE, PEStudio, VirusTotal,dan
strings/Floss

Analisis dinamik menggunakan Procmon, Process Explorer, Wireshark, dan
Fakenet

Reverse Analysis menggunakan tools Ghidra untuk disassemble dan
decompilation.

Penelitian ini. Tidak membahas pengembangan tools baru atau integrasi
dengan SIEM production systems

Lingkungan pengujian dibatasi hanya pada windows 11

Penelitian ini Tidak membahas behavioral machine learning classification
Penelitian ini tidak menggunakan YARA rules untuk mendeteksi malware.

1.4, Tujuan dan Manfaat
1.4% Tujuan
Tujuan dari penelitian ini adalah sebagai berikut:

1.

Mengembangkan honeypot untuk mengumpulkan malware

13
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2.

Melakukan analisis menggunakan static analysis, dynamic analysis, dan
reverse engineering terhadap sampel malware yang dihasilkan dari

honeypot

1.4.2. Manfaat
Adapun manfaat'dari penelitian ini adalah sebagai berikut.

1.

Menyediakan referensi analisis malware berbasis honeypot dengan dataset
real-time untuk penelitian eybersecurity akademik .

Memperkaya literatur tentang sinergi static-dynamic-reverse engineering
padawvarian Windows malware terkini.

Memberikan 'studi ‘kasus praktis toels analisis yang direkomendasikan
komunitas peneliti malware.

Menghasilkan kompilasi 1oC actionable" (registry keys, mutexes, C2
domains)

Memberikan panduan ‘analisis malware bagi praktisi cyber security
Indonesia menghadapi'ancaman Windows dominan.

Mendukung validasi honeypot deployment untuk pengumpulan sampel
malware berkualitas tinggi di organisasi lokal.

Menjadi bahan evaluasi pada sampel ‘malware yang dihasilkan dari

honeypot sebagai sumber data analisis malware berbasis serangan nyata.

1.5. Sistematika Penulisan

Adapun sistematika penulisan dari laporan ini adalah sebagai berikut

a.

BAB | PENDAHULUAN
Bab ‘I ini ‘menjelaskan latar belakang penelitian, perumusan masalah,

batasan, tujuan, dan manfaat penelitian, serta sistematika penulisan.

BAB Il TINJAUAN PUSTAKA
Bab Il berisikan penjelasan mengenai landasan teori atau kajian ilmu yang
berhubungan dengan berbagai pokok pikiran topik penyusunan skripsi ini

yang relevan dari sumber yang valid.

14
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C.

BAB 11l METODE PENELITIAN

Bab 111 menjelaskan rancangan penelitian dan alur sistem analisis malware
berbasis honeypot yang diusulkan, sumber data dan sampel yang digunakan,
teknik pengumpulan data dari lingkungan honeypot dan lab analisis, teknik
analisis data secara kualitatif dan kuantitatif terhadap hasil static, dynamic,
dan reverse.engineering, serta jadwal pelaksanaan penelitian dan rincian

biaya yang diperlukan.

BAB IV HASIL DAN PEMBAHASAN

Bab.lV menyajikan hasil penelitian dan pembahasan dari analisis malware
menggunakan tiga metode terintegrasi. Bab ini terdiri dari sub-sub bab
mencakup analisis kebutuhan, perancangan sistem, implementasi sistem,
dan pengujian ‘dengan static analysis, dynamic analysis, dan reverse
engineering serta evaluasi pengujian berupa kompilasi 10C dari hasil ketiga
metode analisis.

BAB V PENUTUP

Bab V berisikan kesimpulan atau hasil akhir dari penelitian yang telah

dilakukan, serta saran untuk penelitian berikutnya.

15
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BAB V
PENUTUP

5.1 Kesimpulan
Berdasarkan penelitian yang telah dilakukan terhadap lima sampel malware

Windows yang diperoleh dari honeypot selama 2 bulan menggunakan tiga

metode analisis secara berurutan (static analysis, dynamic analysis, dan reverse

engineering), menghasilkan kesimpulan sebagai berikut:

1. Proses pengumpulan sampel dan temuan teknis ketiga metode analisis.
Hoeneypot Dionaea yang dijalankan dalam platform T-Pot dan dikonfigurasi
pada VPS berhasil menangkap sampel malware secara real-time dari
penyerang nyata yang menargetkan port SMB (445), HTTP (80), dan FTP
(21). Sampel yang rtertangkap diverifikasi menggunakan VirusTotal,
kemudian.diseleksi secara purposive (keunikan hash, validitas format PE,
keberagaman tipe) sehingga diperolen 5 sampel representative yaitu 2
sampel bertipe Launcher (Sampel 1-2) dan'3 varian WannaCry (Sampel 3—
5). Ketiga metode analisis /yang diterapkan secara berurutan berhasil
mengungkap karakteristik malware secara bertahap dan saling melengkapi.
Static analysis (PEStudio, DIE, FLOSS) mengidentifikasi bahwa kelima
sampel dikompilasi = dengan toolchain identik dan bernama asli
“launcher.dll" mengindikasikan satu builder framework yang sama dengan
entropi. rendah pada Sampel 1-3 (4,0-4,3) dan tinggi pada Sampel 4-5
(6,4+, payload terenkripsi pada .rsrc), serta domain C2 hardcoded yang
menyerupai Kill-switch WannaCry pada Sampel 2 dan 3. Dynamic analysis
(Procmon, Process Explorer, Wireshark, FakeNet) mengungkap perilaku
runtime yang tidak terlihat pada static analysis, di antaranya masquerading
dan persistence pada Sampel 1, registry enumeration pada Sampel 2,
perilakuworm paling agresif dengan upaya eksploitasi SMBv1/EternalBlue
oleh mssecsvr.exe pada Sampel 3 dan 4, serta persiapan eksploitasi SMB
melalui LanmanServer\Parameters pada Sampel 5. Reverse engineering
(Ghidra) mengonfirmasi logika internal di baliknya yaitu fungsi ekspor Play

Game pada Sampel 3-5 sebagai entry point payload, mekanisme two-stage

16
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execution pada Sampel 4 (konstruksi path mssecsvr.exe via sprintf diikuti
eksekusi), pola dropper/packer FindResource-LoadResource-
LockResource-SizeofResource pada Sampel 1, serta conditional dispatcher
logic pada fungsi entry Sampel 5 yang memanggil sub-rutin
FUN_1000113e sebagai logika inti malware.

2. Komplementaritas. ketiga metode analisis. Static, dynamic, dan reverse
engineering terbukti bersifat saling melengkapi dan tidak dapat saling
menggantikan dalam menghasilkan Indicator of Compromise (IoC) yang
komprehensif. Static analysis.unggul dalam kecepatan dan keamanan
eksekusi untuk profiling awal (leC berbasis file/hash), dynamic analysis
mengungkap ' tradecraft, nyata (IoC" jaringan, registry, dan proses),
sedangkan reverse engineering menghasilkan 1oC tingkat lanjut
(mekanisme enkripsi, anti-debugging, dan. logika C2) yang tidak dapat
diperoleh dari kedua metode lainnya. Kombinasi ketiganya menghasilkan
cakupan loC yang jauh lebih lengkap dibandingkan penggunaan satu atau
dua metode saja, mengonfirmasi bahwa pendekatan mono- atau dual-
metode tidak memadai’ untuk menganalisis malware canggih seperti
WannaCry yang mengimplementasikan  packing, anti-debugging, C2

terenkripsi, dan process injection secara bersamaan.

5.2 Saran

Berdasarkan hasil penelitian dan kesimpulan yang telah dipaparkan, berikut
adalah saran yang dapat dijadikan bahan pertimbangan untuk penelitian dan
pengembangan selanjutnya:

1. Perluasan sampel dan periode pengumpulan, memperpanjang operasi
honeypot menjadi minimal 3 bulan dan menambah sampel menjadi 20-50
untuk hasil statistik yang lebih representatif.

2. Integrasi threat intelligence; mengintegrasikan 10C (hash, domain C2,
registry-key, mutex) ke-platform seperti MISP atau OpenCT]I untuk
mempercepat respons terhadap varian malware serupa.

3. Pengembangan YARA rules, menyusun dan mengevaluasi YARA rules

berbasis 10C hasil penelitian terhadap sampel malware baru dari honeypot.
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. Otomatisasi pipeline analisis, mengembangkan scripting

(Python/PowerShell) untuk menjalankan tools secara berurutan dan
menyusun matriks loC otomatis, guna meningkatkan skalabilitas dan
replikabilitas.

Perluasan ke platform non-Windows, mengadaptasi metodologi tiga

metode i malware Linux (server/1oT) dan Android (APK),
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LAMPIRAN

w exdid jeH &

eydiD yjeH

B dos-header (size > 64 bytes)
B dos-stub (size > 160 bytes)

file > first 32 bytes (hex)
file > first 32 bytes itext)

E pestudio 9.61 - Malware Initial - i m | c Pl ad b0222545d598564d3485997 (read-only)
file settings about
?
e "
Y u'é file
N file > sl CAEC46A0CE486CC3B61CEDC1623D88C4007E0374178304D89CC046C647FAABD

4D 54 90 00 030D 00 00 04 0D 00 00 FF FF 00 00 B3 00 0 00 00 B0 0D 0 40 00 0D 0 00 00 00 00
M.

- rich-hesder (tooling » Visus! Studio 6.0) file » info size: 5267439 bytes, entropy: 6.293
file > type dynamic-link-library, 32-bit, GUI

- file-header (dil > 32-bit)
.. optional-header (subsystem > GUI)
-3 directories (count » 5)

- sections (file > unknown

+.373 libraries (count > 2)

w4 imports (flag = 2)

entry-paint > lecation
file > signature

5588 EC 5388 5D 08 56 88 75 0C 578B 7D 1085 F6 75 09 83 3D 40 31 00 10 00 EB 26,83 FE 01 74
Ox0DO0T1ES (section] text])
Micrasoft Linker 6.0

% exports (name > PlayGame)

- stamps

= stomp > compiler Thu May 1112:21:37 2017 (UTE)
(5 resources (signature > unknown]
a
&
= stemp > export Thu May 11 12:21:37 2017 (UTC)
S names
3 overlay (entrop
’ ’ file > neme c\sampleTodec| Tadeecce30222545d5985643485997

export > original-file-name launcher.dll

ejaedjer uabaN dMiudjalijod uizi eduey

1IIN3 eAaed] ynanjas neje ueibeqgas dinbusuw Gueaejq "L
ejaedjer uabaN rudjaiijod !

Lampiran 1 Tampilan PEStudio pada tahap analisis sampel 1

suad ‘ueljipipuad uebSunuadad] Jynjun eAuey uednnbusad e

"
2

"

IE pestudio 9.61 - Malware Initizl Assessment - www.winitor.com | chsampled4bc\d4bc340ed22c83517ff5068ba58da283 (read-only) -

1IN} eAaed] ynanjas neje ueibeqgas eAueqiaduwasuw uep us) juwunwnbusw Bueaejq “Z
ejaedjer uabapN Miudja3ijod 1efem Buek uebSunuadasy] uedjibniasw djepn uednnbuad q

Lampiran 2 Tampilan PEStudio pada tahap analisis sampel 2

23

[
]
g 9 file settings about
£3 ®
E(p ST EE, | property value
] file
3 g file > sh 520DAD42987D3A12DEC140F C790DTFER42CEBECFACDC3330DEECEBOEOS0600
file > first 32 bytes (h 4D 5490 00 03 00,00 0D 04 00 00 0D FF FF 00 00 B2 0D 00 00 00 00 0D 00 40 0D 00 00 00 00 0D 00
s B dos-header (size > g4 1 | 1€ > first 32 bytes (hex]
Un EE don st (i » 160 by | 112> 1St 32 bytes () MZ..
2 c " ich-header (tooling » | 121002 size: 5267459 bytes, entropy: 4,007
S 3 b file-header (dll » 32.bi | flE 2 tune dynamic-link-library, 32-bit, GUI
= * optional-header (subs)
=5 .24 directories (count > 5)
39 > cections (file > unknoy | £ntry-point > first 32 bytes (hex) 55 8B EC 53 8 5D 02 56 8B 75 0C 57 88 7D 10 85 F6 75 09 83 3D 40 31 00 10 00 EB 26 83 FE 01 74
E' 3 223 libraries (count > 2) entry-point » location DxOD00T1ED (section].text])
) T0 & imports (flag > 2) file > signature Microsoft Linker 6.0
5' ) [ exports (name > PlayG
- T (o ol stamps
o n = stamp > compiler Thu May 1112:21:37 2017 (UTC)
3 3 [ resources (signature >
by ¢p e
8 =3
]
3 1 stamp > export Thu May 1112:21:37 2017 (UTC)
3n
v ¢ s |
g % [ - overlay (entropy » 20| gy ame c\sampleddbcid4be540ed22c8351 75068ba58da363
~,
o 9‘ 1) export > original-file-name launcher.dll
c gd
A 33
] "U (']
s 83
L 3
B
=0
3 [
0.
3
x
=' notepad++
-5 sha2S6 > 529DADU429B7DIA12DECTA0FCTI0DTFERA2CERBCFACDC3330DEECEBIEOS0609 cpu>32-bit file > type > dynamic-link-library subsystem > GUI
3
]
~,
]
c
[
=3
3
-
]
c
]
3
(']
c
]
-
c
]
("]
]
-
]
5
h
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1IN} eAaed] ynanjas neje ueibeqgas eAueqiaduwasuw uep us) juwunwnbusw Bueaejq “Z
ejaedjer uabapN Miudja3ijod 1efem Buek uebSunuadasy] uedjibniasw djepn uednnbuad q
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undede sjnjuaq wejep

5
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H]
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1
H

suad ‘uejipipuad uebSunuaday ynjun eAuey uednnbuad “e

7

m pestudio 9.61 - Malware Initial Assessment - www.winitor.com | c\sampleddbc\d4bc540ed22c83517ff5068ba58da283 (read-only)
file seftings about

2]

w exdid jeH &

eydiD yjeH

=0
D

CEEms

=571 c\sempledbc\d4bc540ed22c8351

B irciicators (imports > flag)

0% footprints (type » sha236)

B dos-header (size > 64 bytes)
B8 dos-stub (size > 160 bytes)

« 7 rich-header (tooling > Visual St
-7 file-header (dil > 32-bit)

% directories (count » 5
> sections (file > unknown)
333 libraries (count > 2)
£ imports (flag > 2)
(% exports (name > PlayGame)

ac strings (count > 62552)

Lampiran

indicator (21) detail
file > name ci\sampleddbci44bcS40ed22c8351745068ba58da363

file > signature Microsoft Linker 6.0 Microsoft Visual C++ 6.0 - 20 | Visual Studic 60
file > sha256 523DAD3429B7D3A12DEC 140FC730D7FER42CEBACFACDC3330DEECEBSM. .
file > info size: 5267459 bytes, entropy: 4,087

file > type dynamic-link-library, 32-bit, GUI

virustotal > score

> optional-header (subsystem » | St2ma > compiler Thu May 11 12:21:37 2017
resource > file signature: unknown, offset: Ox00004060, size: 5242880 bytes
langusges > names English-US
resources > info count: 1, size: 5242880 bytes, file-ratio: 39.53%
file > version
entry-point > location 0:000011E9 (section: .text)
string > url-pattern http:// fiaposdfihgosurii guff.com
certificate

A resources (signature > unknow | imparts > flag CreateProcessA | WriteFile
imphash > mds 2E5708AESFEDO403E8117CE45FB23E5E
exports > file-name launcher.dil
signature: unknown, offset: (xJ0506000, size: 3 bytes, entropy: 0,000
000000
overlay (entropy > z<ro) overlay > entropy 0.000

3 . Tampilan jendela indicators pada sampel 2

L]

2]

BB dos-header (size
B dos-stub (size >
> rich-hezder itool
> file-header (dll >
> optional-header
4 directories (coun

- sections (count 3

1IIN3 eAaed] ynanjas neje ueibeqgas dinbusuw Gueaejq "L
ejaedjer !.laBaN Jjiudjajijod !

-3 libraries (count >

1 s

imports (count >
-5 exports (name >

"

-0

o
]
J
~

=
{4 resources (signat

2pc strings (count > |

&8 e

(3 overlay (entropy

file > name
file > signature

file > info

file > type

stamp > compiler
resource > file
languages > names
resources > info

file > version

entry-point > location
string > url-pattem
certificate

imphash > mds

exports > file-name
overlay > info

overlay  first 3 bytes (hex)
overlay  first 3 bytes (ted)
overlay > entropy

[E pestudic 261 - Malware Initial - m | = T7b (read-only
file settings about

?
] ci\sampled5ae8\95at | indicator (18) detail

2, 4

T77b

o
Microsoft Linker 6.0 | Microsoft Visual C++ 6.0 - 80 | Visual Studio 6.0
size: 5267459 bytes, entropy: 4.326

dynamic-link-library, 32-bit, GUI

Thu May 1112:21:37 2017

signature: unknown, offset: G:00004060, size: 5242880 bytes
English-US

count 1, size: 5242880 bytes, file-ratio: 99.53%

0x0000711ES (section: .text)
Py .com

2E5708AESFEDO403E81 17CA4SFB23ESE
lzuncher.dil

signature: unknown, offset: Gx0DS0600D, size: 3 bytes, entropy: 0.000
00 0000

0.000

Lampiran 4 Tampilan menu indicators pada sampel 3

file seftings about

4 directories (count > 5)

3 libraries (count > 2)

J2quins uedpangaAuauw uep ue)juwnijue>uaw edue)y

“yejesew njens uenefun neje jnunj uesjijnuad ‘ueaode] uesijnuad ‘Yyeiuwj eAaed] uesijnuad

B8 pestucio 951 - Mawore el Asscsament - I

PleTa1af791af 2440253710037 (read-only)

BN dos-hesder (siz= » 64 bytes]
B dos-stub (size > 160 bytes)
rich-hesde (teoling » Visual Studic 60)
file-header (dl » 32-bit)
optional-header (subsystem > GUY)

exports (name > PlayGame)

Lampiran

property value
file

2 > sha2 S0CE675CIT1480CH 1BFI63D56AIB0 1 F2DAFE14530507) TFE MASF SGOBU0BET)
file » first 32 bytes (hes} 4D 5450100 03 00 00 00 04 00 60.00 FF FF 00,00 B3 00.00 00 60 00:0D 00 40,00 0000 00 00.00.00
file > first 32 bytes (tet] )
file 59 bytes, entropy: 6.418
dynammic-link- brary, 32-bit. GUI

5588 EC 53 8850 08 56 8B 75 0C 57 88 70 1085 F6 75.09.83 3040 3100 1000 £8 26 83 FEO1 74
0000119 (section tet])

goature Microsoft Linker 6.0
stamps
g > comg Thu May 11 12:21:37 2017 [UTC)
£ e This May 1 12:21:37 2017 (U1C)
names
e > name ci\sompleT0Tah 19111 458308 52 dsa'3TT0dea3
launcher.dil

5 Tampilan jendela PEStudio pada sampel 4
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IE pestudio 9.61 - Malware Initial - m | b2ca301801 154 (read-only) = a >

file settings about

Lampiran' 6 Tampilan jendela PEStudio pada sampel 5

property value
T o
8 4 file > ¢ DFSDSB29AGT64TBCAMED 767SEF992F 501 CECT61AFSIBBDCT7CFATE02
file » first 32 bytes (hex 4D1 54 90,00 03 00/00 00/4 00 00 0D FF FF 00 00 B8 00 00 00 00 00 00 00 40,00 0 00 00 00 00 0D

i by B cosrheader (5| g btes (rext MZ. @
V) B dos-stub (size | T1¢ > firt 32 bytes (text) §
5 n > rich header (¢ | Fleinfe size: 5267450 bytes, entropy: 6413
T o b file-header | fle tvpe dynamic-link-library, 32-bit, GUI
0 ] » optionsl-heac
= =4 directories (cc
N (o b sections (file ytes ( 5588 EC 53 88 5D 08 56 88 75 0C 57 88 7D 1085 F6 75 09 83 30 40 31 00 10 00 EB 26 83 FE01 74
- N ~33 libraries (cour | ntry-paint > location 0xD000T1E (sectionl text])
3 " £ imports (flag | file > signature Microsoft Linker 6.0

% exports (name
b o stamps
0 > stamp > compiler Thu May 1112:21:37 2017 (UTC)
-
-
~” at
1) A
§ = stamp > export Thu May 1112:21:37 2017 (UTC)

-
S |
> L overlay (entro | 5y name \sample996c2\996¢2b2ca30180129¢69352a3a3515e4
(1) export > original-file-name launcher.dll
=
-
-
=
v

ejaedjer abaN Miudaijod Jijtw eadid yjeH S
H

[E pestudio 9.61 - Malware Initial - itor.com | c\samp b2ca301801. 15¢4 [read-onl - o 3
file settings about
?

=187 esempledZ6e\8 | property value value value value value
" section section[0] section[1] section[2] section[3] section[4

g8 name text .rdata .data arsrc wreloc

B dos-stub (size | TP 1.443 0.735 0.085 6.430 0.000

"+ rich-header ¢ | flE> ratio (98.92%) 0.08% 0.08% 0.08 % 99.61% 0.08%
» fle-header (gl | F2W-2ddress (begin) 0x00001000 0x00002000 0x00003000 0x00004000 0:005050
raw-address (end) 0x00002000 0x00002000 0xD0004000 0x00505000 0:005060

1IIN3 eAaed] ynanjas neje ueibeqgas dinbusuw Gueaejq "L

> optienal-heac
8 directories (cc | aw-size (5263360 bytes)  0+00001000 (4096 bytes) 0+00001000 (4096 bytes) 0x0000100D (4096 byt.. (0x00501000 (5246976 bytes)  x00D010

> I-address (begin) x0003000 0005050
333 libraries (cour | virtual-address (end) 10x0000128C 0x000021D8 0x00003154 0x00504060 0x005052
47 imports (flag : | virtual-size (5245124 bytes) (0x0000028C (652 bytes) = 0x000001D3 (472 bytes)  0x00000154 (340 bytes)  0x00500060 (5242976 bytes) 0x000002

jPuad ‘uedjipipuad uebunuadsy Ynjun eAuey uednnnbuagd e

urs

v 5 exports (name
. -
B rsounces
Lampiran 7 Tampilan menu section pada sampel 5
iE_‘ Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) = m] x
File name

1IN} eAaed] ynanjas neje ueibeqgas eAueqiaduwasuw uep us) juwunwnbusw Bueaejq “Z
ejaedjer ua6aN MIuwja3ijod 1efem BueAk uebSunuadasd] uedjibnaiasw depn uednnbuad q

i= | |C\sampled873\Tadeecce3b0222545d598564d3485097

)
-
E‘ File type File size Advanced
PE32 > 5.02 MiB
Scan Endianness Mode Architecture Type
Automatic - LE 32-hit 1386 DLL
- PE32

J2quins uedpangaAuauw uep ue)juwnijue>uaw edue)y

o
9
-
5
o
n Operatior m: ) 5 [
':' Linker: Microsoft Linker(6.00.8168) s ?
¢ Compiler: Microsoft Visual C/C++(12.00.8168)[C++] S ?
x Language: C++ 5 ’

Tool: Visual Studio(6.0) 5 ?

= Overlay: Binary[Offset= ) Size=
y Overlay: B [Offset=0x00506000, Size=0x03]
.g Unknown: Unknown 5 i
T
<
3
"
=8 Shortcuts
'E} Options
Signatures Flags - | | Database v O About
Scan
Directory Log > 2668 msec 2 Exit

Lampiran 8 Tampilan DIE pada analisis sampel 1

25
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1IN} eAaed] ynanjas neje ueibeqgas eAueqiaduwasuw uep us) juwunwnbusw Bueaejq “Z
ejaedjer ua6aN MIuwja3ijod 1efem BueAk uebSunuadasd] uedjibnaiasw depn uednnbuad q

“yejeseuw njens uenefuil neje )ynimnj uesijnuad ‘ueaode] uesijnuad ‘Yeiruwjl eAaed] uesijnuad “ ueniauad ‘ueljipipuad ueSunuads Ynjun eAuey uednnnbuad e

urs

undede sjnjuaq wejep

5h

0
Eg
3

SUNMILTIOS

exydid yqjeH

ejaedjer abaN Miudaijod Jijtw eadid yjeH S

1IIN3 eAaed] ynanjas neje ueibeqgas dinbusuw Gueaejq "L

urs

J2quins uedjanga2Auaw uep ue)jwnijue>uaw edue) 1

I
| iE‘ Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) — (m] X
File name
1= |Chsampleddbc\ddbc540ed22c83517F5068ba58dala3
File type File size Advanced
PE32 > 5.02 MiB
Scan Endianness Mode Architecture Type
Automatic - LE 32-bit 1386 DLL
* PE32
Operation system: Windo 2-bit, DLL] 5
Linker: Microsoft Linker(6.00.8168) S
Compiler: Microsoft Visual C/C++(12.00.8168)[C++] 5
Language: C++ 5
Tool: Visual Studio(6.0) 5
~ Overlay: Binary[ Offset=0x00506000, Size=(%03]
Unknown: Unknown 5
=8 Shortcuts
o) Options
Signatures Flags v | | Database v @ About
Scan
Directory Log > 2204 msec X Exit
Lampiran 9 Tampilan DIE pada analisis sampel 2
iEI Detect It Easy ¥3.10 [Windows 10 Version 2009] (x86_64) m] x
File narne
1= | |C\sampleS5aefisampledil
File type File size Advanced
PE32 - 5.02 MiB
Scan Endianness Mode Architecture Type
Automatic d LE 32-bit 1386 DLL
* PE32
Operation system: Windo 32-bit, DLL] 5 ?
Linker: Microsoft Linker(6.00.8168) 5 ?
Compiler: Microsoft Visual C/C++(12.00.8168)[C++] s ?
Language: C++ s ?
Tool: Visual Studie(6.0) S ?
= Overlay: Binary[Offset=0x00306000,Size=(x03]
Unknown: Unknown 5 P
"8 Shortcuts
'E} Options
Signatures Flags ¥ | | Database bt @ About
Scan
Directory Log > 3292 msec X Exit

Lampiran 10 Tampilan DIE pada analisis sampel 3

26



E‘ Deetect It Easy v3.10 [Windows 10 Version 2009] (x86_64) = ] b

File name

1= | Chsample791af\791af1c17458398¢52f4aa53770dea3?

Lampiran 11 Tampilan DIE pada analisis sampel 4

E‘ Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) — (] X

File name

=) Chsampled96c2isample.dll

o
I %
U 0 File type File size Advanced
[
g - ) m PE32 - 5.02 MiB
N
'U o - 5 Scan Endianness Mode Architecture Type
v S = P
- J ;- Automatic - LE 32-bit 1386 DLL
= 4y =
3 7 ~ PE32
% Operation system: Window bit, DLL] 5 7
b 3 v Linker: Microsoft Linker(6.00.8168) 5 7
g Q o Compiler: Microsoft Visual C/C++(12.00.8168)[C++] S 7
- = Language: C++ 5 7
Y £ = Tool: Visual Studio(5.0) s 7
-~ - * QOverlay: Binary[ Offset=0x00506000, Size=0x03]
3 L % Unknown: Unknown 5 7
- )
2 Fooa
Q e A
2 g z =8 Shortcuts
- m
; 2 u fo3 Options
5 g m Signatures Flags ~ | | Database v . 0 About
can
: 3 :. Directory Log > 2658 msec X Exit
'] = [
]
=
c ®
T
|
y -
< b
0
(]
€
-
-

1IN} eAaed] ynanjas neje ueibeqgas eAueqiaduwasuw uep us) juwunwnbusw Bueaejq “Z
ejaedjer ua6aN MIuwja3ijod 1efem BueAk uebSunuadasd] uedjibnaiasw depn uednnbuad q

1 neje ) ninj uesjjnuad ‘ueaode] uesijnuad ‘Yyeiluw|i eAaed] uesijnuad “ uenij@uad ‘ue)jipipuad ueSunuadad] niun eAuey uednnbuad e

[ . __—
bt File type File size Advanced
3 PE32 - 5.02 Mig
[ .
] Scan Endianness Mode Architecture Type
% Automatic v LE 32-bit 1386 DLL
o * PE3Z
3 Operation system: Window 5 7
n Linker: Microsoft Linker(6.00.8168) S ?
fo Compiler: Microsoft Visual C/C++(12.00.8168)[C++] 5 ?
n Language: C++ 5 i
1] Tool: Visual Studic(6.0) 5 ?
e = Overlay: Binary[Offset=0x00306000, Size=0x03]
" Unknown: Unknown s ?
§
x
]
3
!. o =8 Shortcuts
T .
- o] £} Options
& 3 Signatures Flags = | | Database b 0 2bout
- ()] Scan
] 3 Directory Log = 3248 msec X Bat
3 <
T ig
8 £ Lampiran 12 Tampilan DIE pada analisis sampel 4
E A
= g sample7adee > floss .\7adeecce3b®222545d598564d3 7 > hasil_floss.txt
v INE floss: extracting static strings
T g finding decoding function features 7/7 [00:00<00:00, 103.62 functions/s, skipped 2 library functions ( )]
o I : floss ackstrings: extracting from 4 functions
3 extracting stackstrings: 100%]| 4/4 [00:00<00:00, 22.18 functions/s]
.g op : floss.tigh i extracting
5 it

emulating ion 010ab (ca I | 2/2 [00:00<00:00, 12.86 functions/s]
: flo finished execution after seconds
0: floss: rendering results

Lampiran 13 Proses ekstraksi dan deskripsi string pada sampel 1

fur
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undede 3jnjuaq wejep

7
5f
4
L
>

MIN®ILITOS

1IIN3 eAaed] ynanjas neje ueibeqgas dinbusuw Gueaejq "L

J2quins uedpangaAuauw uep ue)juwnijue>uaw edue)y

eydiD yjeH

ejaeder BN MiudSijod Mt

w exdid yjeH S

v I Process Monitor -

| I Process Monitor - CAlogs\procman1.pml = m} X
File Edit Event Filter Tools Options Help
PRISEBCIVFOI &I £ZQNH R R RN
Time of Day  Process Mame PID  Operation Path Result Detail
10:49:06.626... }-;Searchlndexer. . 5156 [35)FileSystemContralC: SUCCESS Control: FSC°
10:45.06.627 ... Searchindexer.... 5156 (#)FileSystemControlC: SUCCESS Control: FSC”
940 [ RegOpenkey  HKLM SUCCESS Desired Acce
940 ﬁRegQuawKay HKLM SUCCESS Query: Handl
540 @ RegOpenKey  HKLM‘Hardware"Description'.System"C... SLUICCESS Desired Acce
940 Hj RegClosskey  HKLM SUCCESS
940 fH] RegQueryValue  HKLM\HARDWARE\DESCRIPTION\S... SUCCESS Type: REG_!
svchost exe 940 ﬁ RegQueryValue HKLM\HARDWAREDESCRIPTION\S... SLUICCESS Type: REG_!
10:49:06.507 svchost exe 340 (Hj RegQueryValue HKLM\HARDWARE\DESCRIPTION\S... SUCCESS Type: REG_!
10:45:06.507... "W svchost exe 940 fHj RegClossKey  HKLM\HARDWARENDESCRIPTION\S... SUCCESS
10:49:07.419... B fakenst exe 6180 [)QueryStandardl ..C:\Users\analysiedynamic\AppData‘iLo... SUCCESS AllocationSizi
10:49:07.419.  fakenet exe €180 [5)CreateFileMapp...C:\Users\analysisdynamic'\ AppData’Lo... FILE LOCKED WI... SyncType: §
10:45:07.419... mifakenet exe 6180 [f)QueryStandard|...C:\Users\analysisdynamic'AppDatatLo... SUCCESS AllocationSiz
10:45:07.419... mifakenct.exe €180 [5)CreateFieMapp...C:\Users\analysisdynamic'AppDatatLo... SUCCESS SyncType: 5
10:49:07.426... B 6180 (5 QueryEAFile CohUsershanalysisdynamic'AppDatatlo... SUCCESS
10:49:07.543. 3430 (ff RegQueryKey  HKLM SUCCESS Query: Hand|
10:49:07.543. 3480 [ RegOpenKey  HKLM\Software\Microsoft\Input\Locale..SUCCESS Desired Acce
10:49:07.544. 3480 [ RegQueryValue HKLM\SOFTWARE\Microsoft\Input’Lo... SUCCESS Type: REG_|
10:49:07.544 .. 3430 fH] RegCloseKey  HKLM\SOFTWARE\Microsaft\InputiLo... SUCCESS
10:49.07.544... Elconhost.exe 4520 [Hf RegQueryKey — HKLM SUCCESS Guery: Handl
10:49:07.544... Econhost.exe 4520 [ RegOpenKey  HKLM\SOFTWARE\Microsoft\Window .. SUCCESS Desired Acce
10:49:07.544... "W ctfmon.exe 3480 ﬁRegQuawKay HKCU SUCCESS Query: Handl
10:49:07.544 .. EHconhost exe 4520 @ RegQueryValue HKLM\SOFTWARE \Microsoft\Window .. NAME NOT FOUND Length: 16
10:49:07.545... [Econhost.exe 4520 [ ReaCloseKey  HKLM\SOFTWARE\Microsoft\Window .. SUCCESS
10:49:07.545... Econhost.exe 4520 [ RegQueryKey — HKLM SUCCESS Query: Handl
10:49.07.545... "W cfmon.exe 3480 ﬁ RegOpenkKey  HKCLNSOFTWARE \Microsoft\Input'.Se.. . SUICCESS Desired Acce
10:49.07.545... EHconhost exe 4520 @ RegOpenKey ~ HKLMWSOFTWARE \Microsoft\Window .. NAME NOT FOUND Desired Acce
Showing 3,406,532 of 5,504,075 events (61%) Backed by C:\logs\procmon.pml

Lampiran 14 Pemantauan aktivitas terhadap sampel 1

File Edit Event Filtes

Tools

Chlogs\procmont.pm

Options

Help

h@ PEQRIVY O &|FQA/NHRRSBH

Process Name

ey ntemet ct
jrtomet_detoct
r‘ yriamet_detect

1 Jriemet detect
rtemet_detect
ey rtemet_detect
yrtemet_detect
yrtemet_detect
artemet deted
ntemet_detect
ntemet_detect
pyriomet_detect
Pyrtemet _detect
pyriemet deted
g nteomet

Lyrtemet_detect

o System

pyrtomet_detect
i ‘m-re detect

Fyrtemet_detect
antemet_detect

Ertemet_detect. 1572

Operamon

JYyRYRYR

b}

2raYp

aypyaYR

:DD‘Z}D

WikeFile
Wikt

Wikefie

Path

t- 24 576 Len
¢ 0. mﬂh 8
t- 8,
¢. 8,192 Leng
t:16.384. Ler
20.480. Len
2~ . Length: 8
28,192, Leng
8,192, Leng
16.384. Len

Lo

C\Usars) cnn}pss.n" amic .»v,_lula
sors‘\analyssdynamic \VMpp Data’
\analyssdynamic m-ﬂﬂn |

H -.-n.x},ss:»r:.:mc vo sta'l

JISALLO

0. m"!h 8
¢ 8,192 Leng

sers\analys sz'vcc
\analyssdynami

> \Users‘analysadynamic \Vpp Data'l

Logide

\SLogHle

s analyssdynamc

LogFle

Users\analyasdynamic VepData

Jsers\anahyssdynamic \Ap;

c L-:»-"s mal’,s&.v- amic \FopData\s

Voo Data\l

8,192 Leng
Offset 16,384, Len
Orfsen- 20.480. Ler
(r'«‘ 0. mﬂh 8

ISALLO

sers anahyssdynamc\Pop Data’

Showing 115,016 of §,.219,129 events (1.8%)

Backed by C\logs\procmonl.pml

Lampiran 15 Perilaku anomali proses pada sampel 1
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¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Opticns Help

ERISECIVFO|I&I LA/ EHH2RE

FID Operation Path
6912 ] ReglloseKey
6312 [ RegQueryKey
6912 [ ReaOpenKey

Time ... Process Name

6912 [ ReaCloseKey
6912 [} ReglueryKey
6912 [ ReaOpenkey

6912 RegCloseKey
6912 [7)CreateFile C

6912 [F)CloseFile

6912 [Hf RegQueryKey
6912 [} RegOpenKey
6312 [ RegQueryKey
6912 t:fF!egOpenKeyI
6912 [ RegQueryKey
6912 [} RegOpenKey

6912 ﬁf RegClose Key
6912 ﬁfRegGuewKﬁy
6912 [ ReaOpenKey

6912 [ ReaCloseKey
6912 ﬁfRegGuewKﬁy
6912 [ RegQueryKey
6912 [} RegOpenKey
W cifmon.exe 6912 fH ReaDpenkey
Showing 76,954 of 285,429 events (26%)

HKLM

6912 [f5)QueryBasicinfor.. C:\Windows"Globalization EL5'.Spell Di

HKLM"Software . Microsoft\Input'\Locale. .
HKLM\SOFTWARE Microsoft Input.Se:

Backed by virtual memory

HKLM\SOFTWARE \Microsaft\Input\Se... SUCCESS
HKLM\SOFTWARE \Microsaft\Input\Se. .. SUCCESS
6912 ﬁfRegQuewVﬁlue HKLM\SOFTWARE \Microsoft nput'\.Se.. NAME NOT FOUND Length: 144
HKLM\SOFTWARE \MicrosoftInput
HKLM\SOFTWARE \MicrosoftInput.
HKLM\SOFTWARE \Microsaft\Input\Se... SUCCESS
6912 [H] RegQueryValue HKLM\SOFTWARE \Microsoftinput'Se... NAME NOT FOUND Length: 144
HKLM\SOFTWARE \Microsoft Input\.Se. SUCCESS
HKLM\SOFTWARE \Microsoft\Input\Se. .. SUCCESS

\5e...SUCCESS
SUCCESS

SUCCESS

SUCCESS
SUCCESS

Resuft Detail
HKLM\SOFTWARE \Microsoft\Input\Lo... SUCCESS
HKLM SUCCESS Query: HandleTag
HKLM\Software \Microsoft \Input \Locale... SUCCESS Desired Access: Q
6912 ﬁfRegGuew\"alue HKLM\SOFTWARE \Microsoft nput\Lo... NAME NOT FOUMD Length: 16
HKLM\SOFTWARE \Microsoft\Input\Lo... SUCCESS
HKLM SUCCESS Guery: HandleTag..
HKLM\Software \Microsoft \Input \Locale... SUCCESS Desired Access: Q
6912 ﬁfRegGuew\"alue HKLM\SOFTWARE \Microsoftnput\Lo... SUCCESS Type: REG_DWO...
: HKLM\SOFTWARE \Microsoft\Input SUCCESS
NAME NOT FOUND Desired Access: R...
indows"Globalization\ELS"SpellDi... SUCCESS Desired Access: R
SUCCESS CreationTime: 4/26
C:\Windows'\Globalization ELS \Spel Di... SUCCESS
HKLM SUCCESS Guery: HandleTag..
HKLM"Software . Microsoft\Input \Settings SLICCESS Desired Access: R...
HKCU SUCCESS Query: HandleTag
HKC USoftwars \Microsoft\Input \Settings SUCCESS Desired Access: R...

Guery: HandleTag..
Desired Access: Q...

Query: HandleTag..
Desired Access: Q...

Query: HandleTag..
Guery: HandleTag..
Desired Access: R...
Desired Access: G

Lampiran 16 Tampilan log aktivitas Procmaon pada sampel 2

File Edit Event Filter Tools

CRISEBQIVFOI &lL,Q

Time ... Process Name PID  Operation

W mssecsvr.exe 7152 g TCP Reconnect
"W mssecsvr exe 7152 [ TCP Reconnect
MSSECSVT.Exe 71582 & TCP Reconnect

TCP Reconnect

W mssecsvr.exe 7152
E i TCP Reconnect

W mssecsvr.exe 52

MSSECSVT.exe 7152 [2 TCP Reconnect
W mssecsvr.exe 7152 [ TCP Reconnect
W mssecsvr.exe 71582 & TCP Reconnect
MSSECIVI.ENs 7152 & TCP Reconnect
W mssecsvr.exe 7152 _£! TCP Reconnect
"l mssecsvr exe 7152 ' TCP Reconnect
MSSECSVT.Exe 7152 g TCP Reconnect
W mssecsvr.exe 71582 & TCP Reconnect
W mssecsvr.exe 7152 & TCP Reconnect
MSSECSVT.Exe 7152 g TCP Disconnect
"W mssecsvr exe 7152 £ TCP Disconnect
W mssecsvr.exe 7152 g TCP Disconnect
MSSECIVT.ens 7152 g TCP Disconnect
W mssecsvr.exe 7152 _&! TCP Disconnect
"l mssecsvr exe 7152 "2 TCP Disconnect
msSecsvr.exe 7152 g TCP Disconnect
W mssecsvr.exe 7152 _g TCP Disconnect
W mssecsvr.exe 7152 &' TCP Disconnect
MSSECIVT.ENs 7152 _g! TCP Disconnect
"l mssecsvr exe 7152 2 TCP Disconnect
W mssecsvr.exe 7152 _g TCP Disconnect
MSSECIVT.ens 7152 g TCP Disconnect
Tl masarsur eve 7157 TCP Nisconnect

¥ Process Monitor - Sysinternals: www.sysinternals.com

Options  Help

AlHE & 2% W
Path

analisisdynamic: 43136 -» 9.207.154.93:..
andlisisdynamic: 45158 -> 86.13.187.168.
analisiedynamic: 49160 -» 179.24.95.42:

analisisdynamic: 43161 -» 8.6.78.201 mic...

analisisdynamic: 49162 -» 188.182.113.1..
analisisdynamic: 45165 -» 183154 28 4:
andlisisdynamic: 45169 -» 67.28.131.223..
analisiedynamic: 49138 -» 13.183.214.26..
analisisdynamic: 49144 -» 84.138.53.111..
analisisdynamic: 49148 -» 66.216.217 21..
andlisisdynamic 45163 -> 204 237 200 .8
analisiedynamic:495164 -» 168.225.170.5..
analisigdynamic: 49166 -» 126.148.54 95..
analisisdynamic: 49167 -» 152 87.98.220..
analisisdynamic: 45130 -» 107 224.36.10..
andlisisdynamic: 45132 -» 187 5.70.205:
analisiedynamic:49134 -> 32.22 82 52:mi
analisisdynamic: 49135 -» 28.32.69.17.
analisisdynamic: 49136 -» 9.207.194.93....
analisisdynamic: 45148 -» 66.216.217 21
andlisisdynamic: 45144 -> 84 138.53.111..
analisiedynamic: 49138 -» 13.183.214.26..
analisisdynamic: 49158 -» 86.13.187.168..
analisisdynamic: 43160 -» 179.24.95.42....
andlisisdynamic 45162 -> 188 182.113.1

analisiedynamic:49161 -» 8.6.78.201mic...

analisigdynamic: 49164 -» 168.225.170.5..
analisisdvnamic 49163 -» 204 737 200 8

Resutt

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SHCCFSS

Detail

Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
Length
| enath

(m] X

0. segnum:. I
0. segnum
0, segnum:.
0. segnum:.
0. segnum:.
0. seqnum:
0, segnum:.
0, segnum:.
0. segnum:.
0. segnum:.
0. segnum
0, segnum:.
0, segnum:.
0. segnum:.
0. segnum:.
0. segnum
0, segnum:.
0. segnum:.
0. segnum:.
0. seqnum:
0, segnum:.
0, segnum:.
0. segnum:.
0. segnum:.
0. segnum
0, segnum:.
0, segnum:.
0 seanum-

Showing 37,520 of 7,118,068 events (0.52%)

Backed by virtual memory

Lampiran 17 Anomali aktivitas jaringan pada sampel 3
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¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter

Tocls  Options  Help

EAISERCIVFOI&|£Q N HE W

Time ... Process Name PID  Operation Result Detail

6:38:5... "W mssecsvrexe 8708 [ CreateFile \SyeWOWE4 \profapi dil SUCCESS Desired Access:
6:38:5. MSSECSVT.EXe 8708 [ CreateFile \SystemResources'wininet ... SUCCESS Desired Access:
6:385. mesecsyr.exne 8708 [ CreateFile \SyeWOWE4\OnDemandC... SUCCESS Desired Access:
6:383:5.. ‘W mssecsvrexe 8708 [f)CreateFile \SysWOWES\OnDemandC... SUCCESS Desired Access:
6:38:5 MESECSVT EXE 8708 7 CreateFile \SysWOWE4 \winhttp.dil SUCCESS Desired Access:
6:38:5. M3secsvr.exe 8708 [7)CreateFile \SysWOWEL\winhttp dl SUCCESS Desired Access:
6:38:5 MESECSVT EXE 8708 7 CreateFile \SysWOW6E4 \kemel appca... SUCCESS Desired Access:
6:38:5. M3secsvr.exe 8708 [7)CreateFile \SysWOWEL\kemel appeo... SUCCESS Desired Access:
6:38:5 MESECSVT EXE 8708 7 CreateFile \SysWOWE4 SUCCESS Desired Access:
6:38:5. MSSECSVT.exe 8708 [f)Createfile SUCCESS Desired Access:
6:38.5. MSSECSVT.EXe 8708 (&) CreateFile \SysWOWES\mswsock dl  SUCCESS Desired Access:
6:385.. MEsecevr.axe 8708 [ CreateFile WSy WOWES\mewsock dl  SUCCESS Desired Access:
6:38.5. MSSECSVT.EXe 8708 (&) CreateFile Ch \SysWOWEL winnsi dl SUCCESS Desired Access:
6:38:5. MEsecevr.axe 8708 [ CreateFile CAWindows \SysWOWES winnsi.dll SUCCESS Desired Access:
6:38:5. MSSECSVT.EXe 8708 [ CreateFile C:\Windows \SysWOWEL \urmon dil SUCCESS Desired Access:
6:385. mesecsyr.exne 8708 [ CreateFile CAWindows \SysWOWEL \wrimon dil SUCCESS Desired Access:
6:38:5.. MSSECSVT.EXe 8708 [ CreateFile C:\Windows\SysWOWEL'\ole 32 dll SUCCESS Desired Access:
6:385. mesecsyr.exne 8708 [ CreateFile CAWindows \SysWOWEL \ale 32 dil SUCCESS Desired Access:
6:38:5. MSSECSVT.EXe 8708 [ CreateFile C\Users\analysisdynamic NAME COLLISION Desired Access:
6:385.. mesecsyr.exne 8708 [ CreateFile CUsershanalysisdynamic SUCCESS Desired Access:
6:38:5. M3secsvr.exe 8708 [7)CreateFile C:\Users\analysisdynamic\AppData‘\lo... NAME COLLISION Desired Access:
6:38:5 MESECSVT EXE 8708 7 CreateFile C\Users\analysisdynamic’AppData‘lo... SUCCESS Desired Access:
£:38:5.. ‘W mssecsvrexe 8708 [7)CreateFile C:\Users\analysisdynamic\AppData‘\lo... NAME COLLISION Desired Access:
6:38:5 MESECSVT EXE 8708 7 CreateFile C\Users\analysisdynamic’AppData‘lo... SUCCESS Desired Access:
£:38:5.. ‘W mssecsvrexe 8708 [7)CreateFile C:\Users\analysisdynamic\AppData‘\lo... SUCCESS Desired Access:
6:38.5. MSSECSVT.EXe 8708 (&) CreateFile C\Userstanalysisdynamic'AppData‘lo... SUCCESS Desired Access:
6:38:5. MEsecevr.axe 8708 [ CreateFile CUsershanalysisdynamic\AppDatatlo... SUCCESS Desired Access:
RARR W mssecsvrexe 2708 (S CreateFie 4 Isershanalvsisdenamic NAMF COITISION  Nesired Access
Showing 135 of 31,398,417 events (0.00049%) Backed by virtual memory

IDIIDIDDIADDDNDDDDDDDL P DD DD DADD

Lampiran 18 Aktivitas file system pada sampel 3

¥ Process Monitor - Sysinterals: www.sysinternals.com

File Edit Event Filter Tools Options Help

BERISPECI VPO &ILQ N EHHR B

Process Name

.. Ml Wireshark exe
M Wireshark exe
"W SecurtyHeatth..
M \Wireshar exe
M \Wireshark exe
M Wireshark exe
M Wireshark exe
W lsass exe

== Explorer EXE
= Explorer EXE
== Explorer EXE

= Explorer EXE
9:22:4 .. g Explorer EXE
s Explorer EXE
= Explorer EXE
= Explorer EXE

: == Explorer EXE
: == Explorer EXE
9:22:4... "a Explorer EXE
9724  Fsnlarer FXF

PID  Operation

2700 [F)ReadFile
8 [7)ReadFile
5784 [f3)ReadFile
2700 [35)ReadFile
8 [3)ReadFile
8 ff)ReadFile
8 [f)ReadFile
836 [5)QueryNamelnfo..
5584 [ RegQueryKey
5584 [Hf ReaQueryKey
5584 [ ReaQueryKey
5584 Ef RegOpenKey
5584 ﬁf RegOpenkey
5584 Ef RegQueryKey
5584 Ef RegQueryKey
5584 Ef RegOpenKey
5584 [ RegQueryKey
5534 [/ RegOpenkey
5584 [Hf ReaQueryKey
5584 Ef RegQueryKey
5584 Ef RegQueryKey
5584 Ef RegOpenKey
5584 Ef RegQueryValue
5584 tf RegQueryKey
5584 [ RegQueryKey
5534 [/ RegOpenkey
5584 [Hf ReaQuenyValue
RRA4 A RenCuankey

Path

C:\Program Files\Wireshark \Qt6Core.dl
C:\Program Files\Wireshark"Qt6Core. dl
C\Windows\System32*fveapi dil
C:\Program Files\Wireshar"\Qt6Core dll
C

C

C

\Program Files\Wireshark\GtECore dll

\Program Files\Wireshark\Wireshark....

“Program Files\Wireshark\Wireshark
C\Users\analysisdynamic'\AppData‘lo...
HKCUSoftware'\Classes
HKCU Software\Classes
HKCU Software\Classes
HKCU\Software'\Classes\CLSIDY{603D
HKCRACLSID{603D3800-BD81-1100-
HKCRMCLSID'{603D3800-BD81-11d0-...
HKCRMCLSID'{603D3800-BD81-11d0-..
HKCLU\Software'Classes\CLSID'{603D.
HKCR\CLSID\{603D3800-BD81-11d0-...
HKCR'CLSID{603D3300-BD81-11d0-...
HKCR'CLSID'{603D3800-8D81-11d0-...
HKCR'CLSIDN{603D3800-BD81-11d0-
HKCRMCLSIDN{603D3800-BD81-11d0-
HKCLU\Software\Classes\CLSID\{603D.
HKCRMCLSID'{603D3800-BD81-11d0-...
HKCRMCLSID'{603D3800-BD81-11d0-..
HKCR\CLSID\{603D3800-BD81-11d0-...
HKC UM Software\Classes\CLSIDN{803D.
HKCR'CLSID'{603D3800-8D81-11d0-...
HKCRAWCI SINWENANARNN-RNAT-1140-

- O X
Result Detail

SUCCESS Offget: 9.130.496,
SUCCESS Offset: 9.130.496.
SUCCESS Offset: 1.261.568,
SUCCESS Offset: 9,810,944,
SUCCESS Offset: 9,802,752,
SUCCESS Offset: 11,663,872,
SUCCESS Offset: 11,659,776,
SUCCESS Name: \Users'\AN..
SUCCESS Query: Name
SUCCESS Query: HandleTag..
SUCCESS Query: HandleTag..

NAME NOT FOUND Desired Access: R

SUCCESS Desired Access: R
SUCCESS Query: Name
SUCCESS Query: HandleTag..

NAME NOT FOUND Desired Access: Q

SUCCESS Query: HandleTag..
NAME NOT FOUND Desired Access: Q
SUCCESS Query: Name
SUCCESS Query: Name
SUCCESS Query: HandleTag

NAME NOT FOUND Desired Access: M.
NAME NOT FOUND Length: 16
SUCCESS Query: Name
SUCCESS Query: HandleTag..
NAME NOT FOUND Desired Access: M.
BUFFER OVERFL... Length: 12
SLCCFSS Quere Name

Showing 185,330 of 406,973 events (45%)

Backed by virtual memary

Lampiran 19 Proses monitor pada sampel 4
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B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Toocls Options Help

Time ... Process Name FID  Operation
8:13:0... rundl|32 exe 8804 153 Process Start
rundll32 exe 8804 £33 Thread Create
8804 Load Image
8804 {55 Load Image

8304 [ CreateFile
8804 [ RegOpenKey
8804 RegOpenKey

RegQueryValue
RegCloseKey
RegOpenKey

oo

Showing 99 of 2,343,394 events (0.0042%)

Backed by virtual memory

ERIPEQCIVFO & LA/ EEREH

Path

C:\Windows\System32\vundll32 exe
CAWindows\System32\ntdll dll
CAWindows"\Prefetch\RLINDLL32 EXE
HKLM\System\CumentControlSet\Cortr

HKLM\System\CumentControl Set\Contr...

HKLM\System"CumentCorttrol Set*Contr.
HKLM\System"CumentControl Set\Cortr.

HKLM\System\CumentCantrol Set\Cortr...
HKLM\System*CumentControl Set\Cortr...

HKLM\System".CumentControl Set\Cortr.

HKLM\System\CumentCantrol Set\Cortr...
HKLM\System*CumentControl Set\Cortr...

HKLM\SYSTEM \CumentControl Set'Con

HKLM\System\CumentCantrol Set\Contr...
HKLM\Software\Microsoft\Windows N...

HKLM\SOFTW ARE'\Microsoft \Window.
HKLM\System"CumentControl Set\Cortr.

HKLM\System\CumentControl Set\Contr...

C\sample§36c2

C:\Windows'\System32\KemelBase dil

HKLM\System*CurentControl Set \Contr...

HKLM\System".CumentControl Set\Cortr.

HKLM\System\CumentCantrol Set\Cortr...
HKLM\System*CumentControl Set\Cortr...

HKLM'System"CumentCorttrol Set \Cortr.

HKLM\System\CumentCantrol Set\Contr...
HKLM\System*\CumentControlSet\Cortr...

HKLM'System"CumentCorttrol Set \Cortr.
HKLM\Software'\Policies\Microsoft \Win

HKLM\SOFTW ARE\Policies\Microsaft®..

HKLM\SOFTW ARE"Policies Microsoft'.
HKCU\Software'\Policies\Microsoft \Win

HKLM\System\CumentControl Set\Contr...
HKLM\System*CumentControl Set\Cortr...

HKLM\System".CumentControl Set\Cortr.

HKLM\System\CumentCantrol Set\Cortr...

C:\Windows'System32\wertbase dil

C:\Windows'\System32\combase dil

CAWindows\System32\pertd di

CAWindows\System32\SHCore dll
ot

8 i Amsa1m) Co s e I T el Al

Result Detail
SUCCESS Parent PID: €248, ..
SUCCESS Thread ID: 8504
SUCCESS Image Base: OxAf6...
SUCCESS Image Base: IxAfb...
NAME NOT FOUND Desired Access: G
REPARSE Desired Access: R
SUCCESS Desired Access: R..
SUCCESS Type: REG_SZ, Le
SUCCESS Type: REG_SZ, Le
SUCCESS

REPARSE Desired Access: ..
SUCCESS Desired Access: Q

NAME NOT FOUND Length: 80
SUCCESS

REPARSE Desired Access: O
NAME NOT FOUND Desired Access: Q..
SUCCESS Desired Access: Q..

NAME NOT FOUND Desired Access: Q
BUFFER TOO 5M... Length: 0

SUCCESS Type: REG_BINA.
SUCCESS Desired Access: E.

SUCCESS Image Base: OxAfb...
REPARSE Desired Access: R..
NAME NOT FOUND Desired Access: R
REPARSE Desired Access: Q..
NAME NOT FOUND Desired Access: Q...
REPARSE Desired Access: R
SUCCESS Desired Access: R..
SUCCESS Query: Full, SubKe...
SUCCESS

SUCCESS Desired Access: Q

NAME NOT FOUND Length: 80
SUCCESS
MNAME NOT FOUND Desired Access: Q

REPARSE Desired Access: R..
SUCCESS Desired Access: R..
SUCCESS Type: REG_DWO.
SUCCESS

SUCCESS Image Base: Ix7fb...
SUCCESS Thread ID: 8524
SUCCESS Image Base: OxAfb...
SUCCESS Image Base: IxAfb...
SUCCESS Image Base: x7ib.
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pta milik Politeknik Negeri
Hak Cipta:

1. Dilarang mengutip sebagian atau seluruh karya tulis ini tanpa mencantumkan dan menyebutkan sumber:
a. Pengutipan hanya untuk kepentingan pendidikan, penelitian, penulisan karya ilmiah, penulisan laporan, penulisan kritik atau tinjauan suatu masalah.
b. Pengutipan tidak merugikan kepentingan yang wajar Politeknik Negeri Jakarta

2. Dilarang mengumumkan dan memperbanyak sebagian atau seluruh karya tulis ini dalam bentuk apapun
tanpa izin Politeknik Negeri Jakarta
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EX powershell.exe:7340 Properties = 0 >

TCPIP  Security  Environment MET Assemblies  .MET Performance  Strings
Image Performance Performance Graph  Disk and Metwork  GPU Graph  Threads

Image File

E Windows PowerShell

Version: 10.0.26100.5074
Build Time: SatJul 1 11:33:51 1972
Path:
Cr\Windows\System32\WindowsPowerShellyv 1.0\powershell . exe Explore

eydid jeH

e er abaN Miuda3iijod Jfiiw eadid jeH S

Command line:
"CWindows\system32WindowsPowerShell v 1.0Ypowershell exe”™

Current directory:
C:Windows\System32)
Autostart Location:

nfa Explore

ejaedjer aabapN Miudjaiijod uizi edue)y
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Parent: explorer.exe(5140)

Verify
User; analisisdynamic\analysisdynamic
Started: 71334 AM  5/21/2026 Image: x64 w
Comment: | 'G"P'ﬂ
VirusTotal: Subrnit

Data Execution Prevention (DEP) Status:  Enabled (permanent)

1IN} eAaed] ynanjas neje ueibeqgas diynbusuw Gueaejiq "L

!‘ Address Space Load Randomization: High-Entropy, Bottom-Up
!. Control Flow Guard: Enabled
Enterprise Context: MNfA

Stack Protection: Disabled

Ok Cancel
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Disk and Netwaork

Environment

State

Performance Graph
Security
34

TCP/IP
Remote Address

Performance
Threads

Local Address

Image
GPU Graph

B Resolve addresses
P.

mssecsvr.exe:T152 Properties
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© Hak Cipta milik Politeknik Negeri Jakarta
Hak Cipta:

1. Dilarang mengutip sebagian atau seluruh karya tulis ini tanpa mencantumkan dan menyebutkan sumber:
a. Pengutipan hanya untuk kepentingan pendidikan, penelitian, penulisan karya ilmiah, penulisan laporan, penulisan kritik atau tinjauan suatu masalah.

b. Pengutipan tidak merugikan kepentingan yang wajar Politeknik Negeri Jakarta

2. Dilarang mengumumkan dan memperbanyak sebagian atau seluruh karya tulis ini dalam bentuk apapun
tanpa izin Politeknik Negeri Jakarta
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T2 Process Explorer - Sysinternals: www.sysinternals.com [analisis... — O *
File Options View Process Find Users Help
H | co | [ I | L& H <Filter by name >
Process -| Private Bytes | Wliig&!| PID | Description
W Intemupts 1355 0K 0K  nfa Hardware Inte
B smss.exe 1,256 K 138K 428
W Memory Compression < 0.01 G6E0 K 261944 K 1112
B carss exe 2064 K 6916K 576
=) |17 wininit.exe 1,632 K 8544 K B30
= [0 7 services exe 4860 K 9544 K  B16
=l W svchost exe <0.01 8.872K 33380 K 952 Host Process!
7 WmiPrvSE.exe 3776 K 21420K 3734
67,096 K 140,480 K
14704 K 66,240 K
42416 K 117376 K
41520 K 107.636 K
2288 K 3804 K
12,888 K 32824 K
16.228 K 35.540 K
9524 K 18,184 K 4784 Microsoft Edg
64,204 K 93964 K 2220 Microsoft Edg
Susp... 58,240 K 336K
8,660 K 37,580 K
=8 OpenConsole exe 3560 K 18,684 K 7008 Console Wind
M Windows Terminal.... 29,584 K 81,772 K 5836 Windows Tem

A e

e a0 1 SRR

CPU Usage: 72.77%  Commit Charge: 27.06% Processes: 147 Physical Usage: 63.96%

Lampiran 24 Jendela process tree pada sampel 4

£ Process Explorer - Sysinternals: www.sysir

Hco m®:

Process

= Susp...
[ AppActions.exe
[ svchost exe
[ svchost.exe
[ svchost.exe
[ svchost.exe
[ svchost.exe
[ svchost.exe
[ svchost.exe
[ svchost.exe
(= [ svchost exe
[ taskhostw exe
=\ intemet_detector.... | <0.01
\intemet_detect...| < 0.01
{5 MicrosoftEdgelpd...
[ taskhostw exe
i " svchost exe
[ svchost.exe
(= [ svchost exe
(=l ) sihost.exe

[fF CrossDeviceR..
[ svchost exe
[ svchost exe <001
[ svchost exe
[ svchost exe
[ svchost exe
[ svchost exe
[ svchost exe
(= [ svchost exe
|6 ctfmon.exe
[ svchost exe 070
[ svchost exe
[@svchost.exe
i " svchost exe
[@svchost.exe
[@svchost.exe

com

[analisisak nic\analysi:

vic] (Administrator]

File Options View Process Find Users Help

e x|~ ® | aanl

‘ Cl’Ul Private Bylesl
8536 K

40,796 K
273K
11.128K
5,900 K
2700 K
4552 K
1688 K
1364 K
2524 K
1968 K
2428K
5536 K
4916 K
1292K
18.292K
2856 K
1816K
1.852K
3.952K
2824 K
7228K
6.700 K
8.940K
1428K
9160 K
13.860 K
2968 K
2392 K
1972K
1864 K
1900K
6400 K
4228 K
2204 K
1512K
4364 K
8456 K
2284 K

39,108 K
3.800K
21164 K
N.212K
16,100 K
13.236K
21,896 K
8012K
7.028K
12844 K
15,036 K
13584 K
16,752 K
18500 K
1960K
4.820K
5144 K
1.072K
9,840 K
8284 K
15624 K
47.264 K
39.460 K
46,756 K
9424 K
21,776 K
16,836 K
10.280 K
18676 K
11.068 K
9.280 K
11.320K
33.252 K
12652 K
9776 K
8.208K
19.528 K
18624 K
10,400 K

[—
L]

PID | Description

5192 AppActions
444 Host Process for Windows S...
460 Host Process for Windows S...
1148 Host Process for Windows S...
1160 Host Process for Windows S...
1212 Host Process for Windows S...
1252 Host Process for Windows S...
1284 Host Process for Windows S...
1396 Host Process for Windows S...
1420 Host Process for Windows S...
5092 Host Process for Windows T...
3108
1220
5044 Microsoft Edge Update
9112 Host Process for Windows T...
1432
1492 Host Process for Windows S...
1528 Host Process for Windows S...
43916 Shell Infrastructure Host

€016
1564 Host Process for Windows 5.
1608 Host Process for Windows 5...
1832 Host Process for Windows 5...
1864 Host Process for Windows 5...
1872 Host Process for Windows 5...
1984 Host Process for Windows ...
1356 Host Process for Windows 5.
1760 Host Process for Windows ...
6828 CTF Loader

1452 Host Process for Windows 5...
2108 Host Process for Windows ...
2124 Host Process for Windows S...
20

2244 Host Process for Windows S...
2272 Host Process for Windows S...
2356 Host Process for Windows 5

Window.

2700 Host Process for Windows 5

CPU Usage: 85.65%  Commit Charge: 45.25% Processes: 136 Physical Usage: 79.11%

L]

<Filterb)

‘ Company Name |

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

Lampiran 25 Tampilan operasi registri pada sampel 5
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& Capturing from Ethernet0 - a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools
" RE R &= I =aaaff
lﬂ ‘dns Im '] +
No. Time Source Destination Protocol Lengtl Info
68 93.355906860 192.168.81.128 192.168.81.1 DNS 76 Standard query @xc59c A wpad.localdomain
69 94.362991380 192.168.81.128 192.168.81.1 DNS 76 Standard query @xc59c A wpad.localdomain
7@ 94.770417100 192.168.81.128 192.168.81.1 DNS 86 Standard query ©x@41d A officeclient.microsoft.com
71 94.797298480 192.168.81.128 192.168.81.1 DNS 7@ Standard query ©x128d A g.live.com
72 95.787875500 192.168.81.128 192.168.81.1 DNS 86 Standard query @x@41d A officeclient.microsoft.com
73 96.381729700 192.168.81.128 192.168.81.1 DNS 76 Standard query ©xc59c A wpad.localdomain
74 96.795672800 192.168.81.128 192.168.81.1 DNS 86 Standard query @x@41d A officeclient.microsoft.com
75 98.806245100 192.168.81.128 192.168.81.1 DNS 86 Standard query @x@41d A officeclient.microsoft.com
76 98.807137400 192.168.81.128 192.168.81.1 DNS 70 Standard query @x128d A g.live.com
77 102.813856300 192.168.81.128 192.168.81.1 DNS 86 Standard query @x@41d A officeclient.microsoft.com
78 109.86960350@ 192.168.81.128 192.168.81.1 DNS 86 Standard query @x19e2 A officeclient.microsoft.com
79 110.874755900 192.168.81.128 192.168.81.1 DNS 86 Standard query @x19e2 A officeclient.microsoft.com
80 111.884159800 192.168.81.128 192.168.81.1 DNS 86 Standard query @x19e2 A officeclient.microsoft.com
81 113.8846@6300 192.168.81.128 192.168.81.1 DNS 86 Standard query @x19e2 A officeclient.microsoft.com
82 117.886167200 192.168.81.128 192.168.81.1 DNS 86 Standard query @x19e2 A officeclient.microsoft.com
83 123.080860800 192.168.81.128 192.168.81.1 DNS 74 Standard query ©x6ale A ecs.office.com
R4 124.#979974AR 192.1AR.R1.178 197.168.81.1 nNS 74 Standard auerv @xGale A ecs.office.com

User Datagram Protocol, Src Port: 64126, Dst Port: 53
Domain Name System (query)
> Transaction ID: @xaee6
> Flags: ©x210@ Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
V Queries
v officeclient.microsoft.com: type A, class IN
Name: officeclient.microsoft.com
[Name Length: 26]
[Label Count: 3]
Type: A (1) (Host Address)
Class: IN (@x2001)
[Retransmitted request. Original request in: 23]
[Retransmission: True]

Internet Protocol Version 4, Src: 192.168.81.128, Dst: 192.168.81.1

8@ 50 56 cO @@ @1 @@ oc 29 bc 87 95 08 8@ 45 00 PV
@0 48 c1 cf @0 00 8¢ 11 @0 @@ c@ a3 51 802 c@ a3 H
51 @1 fa 7e @0 35 @@ 34 24 18 ae e6 01 00 @0 01 Q ~54
20 00 00 00 @@ @0 oc 6f 66 66 69 63 65 63 6¢c 69 o
65 6e 74 @9 6d 69 63 72 6f 73 6f 66 74 @3 63 6f ent-micr

6d @2 22 @1 o0 el

© 7  Domain Name System: Protocol

Packets: 369 - Displayed: 263 (71.3%)

Lampiran 26 Tampilan analisa paket DNS pada sampel 1

Profile: Default

£ Capturing from Ethemetd = O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
WOk RE QRes=F o= = Qe B
“.Il | Apply a display filter ... < Ctrl-/> v+
H No. Time Sour Destination Protocol Lengtl Info
g 1783 3347.3982114.. fe.. ff0B2::16 ICMPvE 9@ Multicast Listener Repor
1 1829 3647.2548498.. fe.. fT@2::16 ICMPvE 9@ Multicast Listener Repor
- 1831 3647.2806832. fe.. ff@2::16 ICMPvB 98 Multicast Listener Repor
o 1833 3647.284878L. fe.. fT02::16 ICMPvE 99 Multicast Listener Repor
1835 3647.2848781.. fe.. fT0O2::16 ICMPve 99 Multicast Listener Repor
\ 1848 3647.4895164.. fe.. fT02::16 ICMPvE 99 Multicast Listener Repor
E 1971 3946.3693641.. fe.. ffO2::16 ICMPvE 9@ Multicast Listener Repor
1974 3946.4042043.. fe. ffB2::16 ICMPvE 9@ Multicast Listener Repor
In 1975 3946.5367918.. fe.. fTO2::16 ICMPvE 9@ Multicast Listener Repor
I AATTTT AmAS ranarnr P LLm=m. .2~ TR . L L R T I e T o
> Frame 3: Packet, 98 bytes on wire (784 bits), ¢ 58 56 c@ 9@ @l @@ 8c 29 bc &)
> Ethernet II, Src: \WMware_bc:87:95 (80:8c:29:bc 54 de @7 00 @@ 42 @1 @0 @8 ci
» Internet Protocol Version 4, Src: 192.168.81.132 g; gg ?g ?;’ ;? ;g g: g? ﬁ gi
» Int t Control M Prot 1
. nernet tontro- Fessage rrotoce 51 52 78 69 42 36 54 34 4f 6]
HiPerConTracer Trace Service 6h 44 47 4c 79 45 36 53 38 74
34
0N 4 wireshark_EthernetDGDMNEP3. pcapng Packets: 2606 Profile: Default

Lampiran 27 Tampilan analisis Wireshark pada sampel 2 (bagian 1)
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& Capturing from Ethemetd = a 3
File Edit View Go Capture Anabyze Statistics Telephony Wireless Tools Help
m & ® RE ] &= 3= € Qaq ¥
1 [smb FI=1ak
No. Time Sour Destination Protocal Lengtl Info
C 274 526.758061600 19.. 192.168.81.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Server, NT Workstation
275 526.760993400 19.. 192.168.81.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Server, NT Workstation
644 1246.4703505.. 19.. 192.168.81.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Server, NT Workstation
645 1246.4787916.. 19.. 192.168.81.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Serwer, NT wWorkstation
1818 1968.3094274.. 19.. 192.168.81.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Serwer, NT Workstation
1819 1968.3127461.. 19.. 192.168.81.255 BROWSER 243 Host Anncuncement ANALISISDYNAMIC, Workstation, Serwer, NT Workstation
1366 2686.8614833.. 19.. 192.168.81.255 BROWSER 243 Host Anncuncement ANALISISDYNAMIC, Workstation, Serwer, NT Workstation
1367 2686.8661171.. 19.. 192.168.81.255 BROWSER 243 Host Anncuncement ANALISISDYNAMIC, Workstation, Serwer, NT Workstation
1732 3409.3576693.. 19.. 192.165.51.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Server, NT Workstation
1733 3409.3599782.. 19.. 192.168.81.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Server, NT Workstation
2875 4131.6654904.. 19.. 192.168.81.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Server, NT Workstation
2876 4131.6678146.. 19.. 192.168.81.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Serwer, NT wWorkstation
2449 4853.7809782.. 19.. 192.168.81.255 BROWSER 243 Host Announcement ANALISISDYNAMIC, Workstation, Server, NT Workstation
L 2458 4853.7851843.. 19.. 192.168.81.255 BROWSER 243 Host Anncuncement ANALISISDYNAMIC, Workstation, Serwer, NT Workstation
> Frame 274: Packet, 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits) on i Ff ff ff ff ff ff 20 @c 29 bc 87 95 08 08 45 00
> Ethernet II, Src: VMware_bc:87:95 (8@:Bc:29:bc:87:95), Dst: Broadcast (Ff:ff:ff:ff:ff 00 e5 of 99 00 00 30 11 00 B0 c@ a8 51 5B c@ a8
> Internet Protocol Version 4, Src: 192.168.81.128, Dst: 192.168.81.255 ; ;; 33 g: gg EZ 33 S; :; ig }é z; i: z: ;g :E g
i :Z:;Iz:t:i:';r::;z:i;:" Port: 138, Dst Port: 138 4d 45 4a 46 44 45 43 46 44 45 45 46 4a 45 4F 45 MEIFDEIF
42 45 42 45 4a 45 44 43 41 @0 20 46 48 45 58 46 BENEJEDC
» SHB (Server Message Block Protocel), Trans Request (@x25) 43 45 4c 45 48 46 43 45 50 46 46 46 41 43 41 43 CELEHFCE
> SMB MailSlot Protocol 41 43 41 43 41 43 41 43 41 42 4e 00 Tf 53 4d 42 ACACACAC
> Microsoft Windows Browser Protocol 25 00 00 @0 00 @0 00 0O 0O 0D G0 00 00 00 00 00
80 00 00 2 60 80 08 6B 00 0O 00 00 11 89 89 21
@6 00 00 B2 @O B BB BB 0O 8 @3 00 00 02 60 8O
@0 00 90 21 @0 56 90 03 00 Ol 00 @0 @0 82 09 32 R
@0 Sc 4d 41 49 4c 53 4c 4 54 Sc 42 52 4F 57 53 - \MAILSL
45 80 01 @8 8@ fc Ba BB 41 4 41 4c 49 53 49 53 E
44 59 4e 41 4d 49 43 @0 ©a 00 03 10 00 @0 of 81  DYNAMIC
55 aa 0@ u
procexp
O ¥ SME (Server Message Block Protocol): Protocel Packets: 2643 . Displayed: 14 (0.5%) Profile: Det

Lampiran 28 Tampilan analisis Wireshark pada sampel 2 (bagian 2)

4 Capturing from Ethernet0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

m g ® RE ] e 4= Ee e 8 =H
(M [apply  display filter .. <Ctri-/>
Mo, Time Source Destination Protocol Lengtl Info
26 248.1543603080 192.168.81.1 224.0.0.22 IGMPV3 6@ Membership Report / Leave group 224.0.8.252
27 248.154360300 feB0::ba2f:defa:57f.. ff@2::16 ICMPvE 98 Multicast Listener Report Message w2
28 248.154368388 192.168.81.1 224.8.8.22 IGMPV3 6@ Membership Report / Join group 224.8.8.252 for any sour
29 248.345941360 192.168.81.1 224.9.9.22 IGMPV3 6@ Membership Report / Join group 224.0.8.252 for any sour
3@ 248.34594138@ fed@::ba2f:defa:57f.. ff02::16 ICMPVE 98 Multicast Listener Report Message w2
31 248.590916188 feB@::ba2f:def9:57f.. ffB2::1:3 LLMNR 95 Standard query @x8@18 ANY DESKTOP-7LEACLO
32 248.598916160 192.168.81.1 224.0.0.252 LLMNR 75 Standard query @x3@18 ANY DESKTOP-7LEACLO
33 252.804177168 VMware_bc:87:95 VMware_c@:80:01 ARP 42 who has 192.168.81.1? Tell 192.168.81.128
34 252.915088498@8 VMware cB:88:81 VMware_bc:87:95 ARP 68 192.168.81.1 is at 88:50:56:c0:80:01
35 292.58087870@ VMware_bc:87:95 VMware_c@:80:81 ARP 42 who has 192.168.81.1? Tell 192.168.81.128
36 292.588736200 VMware_c@:00:01 VMware_bc:87:95 ARP 6@ 192.168.81.1 is at @0:50:56:c0:00:01
37 313.781824580 VMware_bc:87:95 Broadcast ARP 42 Who has 192.168.81.12 Tell 192.168.81.128
38 313.783@55288 VWMware_c8:88:081 VMware_bec:87:95 ARP 6@ 192.168.81.1 is at @@:58:56:c0:00:81
39 354.995297300 VMware_bc:87:95 VMware_c@:80:01 ARP 42 who has 192.168.81.1? Tell 192.168.51.128
48 355.885168700 VMware c0:80:01 VMware_bc:87:95 ARP 66 192.168.81.1 is at @8:50:56:c0:808:01
41 394.998248088 VMware_bc:87:95 VMware_c9:80:81 ARP 42 Who has 192.168.81.17? Tell 192.168.81.128
42 394.998867000 VMware_c0:80:01 VMware_bc:87:95 ARP 6@ 192.168.81.1 is at @@:50:56:C0:00:01
43 421.490113760 VMware_bc:87:95 VMware_c@:80:01 ARP 42 who has 192.168.81.1? Tell 192.168.81.128
44 421.498516808 VMware c@:80:81 VMware_bc:87:95 ARP 68 192.168.81.1 is at 88:50:56:c0:80:01
45 433.77839768@ VMware_bc:87:95 Broadcast ARP 42 who has 192.168.81.1? Tell 192.168.51.128
46 433.773877400 VMware_c0:80:01 VMware_bc:87:95 ARP 6@ 192.168.81.1 is at @0:50:56:c0:00:01
> Frame 27: Packet, 9@ bytes on wire (728 bits), 9@ bytes captured (728 bits) on interface \Device\NPF_{6EFCC4B7-5DDF-488F-9353-C667CED
> Ethernet II, Src: VMware_c@:80:01 (@8:50:56:c@:08:81), Dst: IPvémcast_16 (33:33:00:00:00:16)
» Internet Protocol Version 6, Src: feB88::ba2f:def9:57f@:4ca2, Dst: ffe2::16
» Internet Control Message Protocol vé

CyberC

Lampiran 29 Tampilan analisis Wireshark pada sampel 3 (bagian 1)
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4 Capturing from Ethernet0

eydiD yjeH

ejaedjer abaN Miudaijod Jijtw eadid yjeH S

suad ‘uejipipuad uebSunuaday ynjun eAuey uednnbuad “e
1IIN3 eAaed] ynanjas neje ueibeqgas dinbusuw Gueaejq "L

File Edit View Geo Capture Analyze Statistics Telephony Wireless Tools Help
mae RERe=f i3 ([=EaqQaBH
(W [apply a display fitter ... <Ctrl-/>
MNao. Time Source Destination Protocal Lengtl Info
47 473.500637800 VMware_bc:87:95 VMware_c@:00:01 ARP 42 Who has 192.168.81.12 Tell 192.168.81.128
48 473.501892760 VMware_c@:80:81 VMware_bc:87:95 ARP 6@ 192.168.81.1 is at @@:50:56:c@:00:01
C 49 581.159475960 192.168.81.1 192,168.81.254 DHCP 358 DHCP Request - Transaction ID @x6a2lcb2d
50 581.186709300 192.168.81.254 i192.168.81.1 DHCP 342 DHCP ACK - Transaction ID @x6a2lcb2d
51 501.235212700 fe8@::ba2f:def9:57f.. ff@2::16 ICMPVE 98 Multicast Listener Report Message w2
52 501.235212788 192.168.81.1 224.8.80.22 IGMPV3 68 Membership Report / Leave group 224.8.8.252
53 5@1.317544688 Te8@::ba2f:defa:57f.. ffB2::16 ICMPVE 9@ Multicast Listener Report Message v2
54 501.317544600 192.168.81.1 224.9.9.22 IGMPv3 6@ Membership Report / Join group 224.8.8.252 for any sour
55 501.325910900 Ted0::ba2f:defo:57f.. ffe2::16 ICMPVE 9@ Multicast Listener Report Message v2
56 5@1.325910900 192.168.81.1 224.08.9.22 IGMPv3 6@ Membership Report / Leave group 224.8.0.252
57 501.325910980 fe8@::ba2f:def9:57f.. ff@2::16 ICMPVE 98 Multicast Listener Report Message w2
58 581.32591090@ 192.168.81.1 224.8.8.22 IGMPv3 60 Membership Report / Join group 224.8.8.252 for any sour
59 5@81.345175588 192.168.81.1 224.8.80.22 IGMPV3 68 Membership Report / Join group 224.8.8.252 for any sour
6@ 5@1.345175588 Te8@::ba2f:defa:57f.. ffB2::16 ICMPVE 9@ Multicast Listener Report Message v2
61 5@1.765012100 Ted@::ba2f:defa:57f.. ffe2::1:3 LLMNR 95 Standard query @xb4ad ANY DESKTOP-7LEACLO
62 581.765012100 192.168.81.1 224.0.8.252 LLMNR 75 Standard query @xb4ad ANY DESKTOP-7LEACLO
63 585.368479500 VMware_c@:80:81 VMware_eb:9:30 ARP 6@ Who has 192.168.81.254? Tell 192.168.81.1
64 505.868479580 VMware_eb:T9:30 VMware_c@:808:01 ARP 6@ 192.168.81.254 is at @@:58:56:eb:f9:30
65 514.803958700 VMware_bc:87:95 VMware c8:08:01 ARP 42 Who has 192.168.81.12 Tell 192.168.81.128
b6 514.0085000000 \Mware cB:80:01 VMware_bc:B87:95 ARP 68 192.168.81.1 is at 88:50:56:c0:00:01
67 548.485091488 Te8@::ba2f:defa:57f.. ff@2::16 ICMPVE 9@ Multicast Listener Report Message v2
> Frame 58: Packet, 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface \Device\NPF_{6EFCC4B7-5DDF-488F-9353-C66
> Ethernet II, Src: VMware_eb:f9:38 (88:58:56:eb:f9:38), Dst: VMware_cB:@8:01 (80:58:56:c0:80:81)
> Internet Protocol Version 4, Src: 192.168.81.254, Dst: 192.168.81.1
> User Datagram Protocol, Src Port: 67, Dst Port: 68
> Dynamic Host Configuration Protocol (ACK)

Lampiran 30 Tampilan analisis Wireshark pada sampel 3 (bagian 2)
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-3 2 £ Capturing from Ethernetd = O X
0
?g 1 File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
'g'g YaWE e RE ]{eo==F & q & ¥ [

i |

g 3 -:|. |'_pp|:.'a display filter ... <Ctrl-/> | '] +
gg 4 MNo. Time Source Destination Protocol Lengtl Info
;g q 36 98.449260100 192.168.81.128 8.8.8.8 ICHMP 98 Echo (ping) request id=€
s ji 37 1e8.686153900 192.168.81.128 8.8.4.4 ItMP 938 Echo (ping) request id=€
?‘E A 38 1e2.577122000 192.168.81.128 alal-al gl IMP 98 Echo (ping) request id=€
ﬁa = 39 104.564080400 192.168.81.128 1.0.0.1 ICHMP 98 Echo (ping) request id=€
= 48 188.9787423080 192.168.81.128 8.8.8.8 ItMP 938 Echo (ping) request id=€
3“ 41 116.786594966 192.168.81.128 8.3.4.4 IMP 98 Echo (ping) request id=€
g7 42 112.63556338@ 192.168.81.128 1.1.1.1 ICHMP 98 Echo (ping) request id=€
?g- 43 114.668871186 192.168.81.128 1.0.8.1 ICMP 93 Echo (ping) request id=E
o] 44 118.752389806 192.168.81.128 8.8.8.8 IMP 98 Echo (ping) request id=€
gg 45 128.687470608 192.168.81.128 8.8.4.4 ICMP 928 Echo (ping) reguest id=€
Em 45 122.7215513686 192.168.81.128 1.1.1.1 ItMP 98 Echo (ping) request id=€
) 47 124.718702700 192.168.81.128 1.0.9.1 ICHMP 98 Echo (ping) request id=€
g‘; 43 128.801231566 192.168.81.128 8.8.8.8 ICMP 98 Echo (ping) reguest id=€
H
T > Frame 64: Packet, 98 bytes on wire (784 bits), 98 bytes 8@ 508 56 c@ @@ @1 8@ @c 29 bc 87 95 @3
9,5 > Ethernet II, Src: VMware bc:87:95 (@@:8c:29:bc:87:95), O 82 54 ae 15 26 80 42 81 @2 26 c@ ad 51
s > Internet Protocol Version 4, Src: 192.168.81.128, Dst: 8 8 @8 B8 @@ 75 24 7d Be B0 0@ 4d 55 44
=0 > Internet Control Message Protocol 43 78 38 36 33 36 63 30 52 41 49 55 37
ve & 36 54 46 68 6d 69 61 Ge 54 41 72 33 71
g; 68 Ba 51 79 6c 78 38 78 72 48 34 78 49
EU' 72 4c
78
0.
3
x
-
-]
: O ¥ Ethemnetl: <live capture in progress> Packets: 2918 Profile: Default
3
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L

uednnbusad e
usw Bueae

] eAueg

dax 3
eibeqas dnn

Aasquins uedjinga2Auauw uep ue)junjuesuauw edue) 1Ul sIjN3 eAJIRY yNaN[3s neje u

“yejesew nijens uenefun neje )i} uesjijnuad ‘ueaode] uesijnuad ‘Yyeilwjl eAaed] uesijnuad “ uenijauad ‘uejipipuad L

: exadiD djeH

| Capturing from Ethemetd

File Edt View Go Copture Anshze Ststistics Telephomy Wireless Took Melp
AMZG - DREBResuETIZEQaQDE
W[ Apply s desplay fiter _ <Crl-/>

No. Time Source Destination Protocol Lengtl info
281 687.362818600 192.168.81.1 192.168.81.254 OHCP 358 OHCP Request - Transection ID @xséfédicl
282 687365035500 192.168.81.254 192.168.81.1 AP 3420MCP ACK - Transaction ID Gxs6feelcl
203 687.411052400 fe80: :ba2f :def9:571.. 1162 TOPvs 99 Multicast Listener Report Nessage v2
254 €87.411052400 192.168.81.1 224.0.0.22 180
10%vs
10w
100V
169v3
1006
168.81.1 224.0.0.22 193
: :ba2f 1 def9:57f.. Ffo2:11:3 LUWR
292 687.535351900 192.168.81.1 224.0.0.252 e
293 687.796238400 192.168.81.1 10evs
100v6.
LUnNR
Lok 75 Standard query 8xd711 ANY DESKTOP-7LEACLO.
IOWE 98 Multicast Listener Report Message v2

1.1 0
305 605617483480 Fe801 DR ARSI FRUBNILLS. LUMR 5 Standsrd query xd8S ANY DESKTOP- bkcto
306 689.617463400 192.168.51.1 8.0.252 LUNR 75 Standard query @xd8sS ANY DESKTOP-TLEACLO

T S S e e R e A A T R L
v T (i ) Dst: Viware_c0:00:01 (09:58:56; e1)

L3 Q

}o o kixees
1wuPmleR

9v xQOI2C7
<SqUUFTS abksIVe
o4

> Source: Viware_bc:|
Type: TPvé (exes00)
[Stream index: 0]

> mmmmvmlm4, Sre: 192.168.81.128, Dst: 1.1.1.1

5 (u:«:zo» :87:95)

232883

/_amplran Mmpllan anallsMk pada sampel 4 (bagian 2)

|4 Capturing from Ethernetd

File Edt View Go Copture Analye Suticics Telephony Wireess Tools Help
AME0 " BRERe==TisEQQanE

(M Aop o dipley fiter _ <Cir-/>

No. Time sowce Destiation Protocol Lengt Info

271 493.324475700 192.168.91.128

0w
100 38 £cho 1deax7dte, seqee/e, ttlsea (no response found!)
100 98 £cho idedx7d0e, 30q=0/@, tt1s64 (no response found!)
100 98 £cho 5equ8/0, ttl=64 (no respon:
0P, . 98 Echo 41264 (no response found!) (SendTTL=65, Rounds54)
0P, - 98 Echo th1e64 (no response found!) (SendTTL=59, Round=104)
09 98 Echo tt1=64 (no response found!)
00 38 £cho ttles4 (no response found!)
o0 58 Echo (no response found!)
100 8 tcho tt1464 (no response found!)
100 8 £cho 41464 (po response found!)
100 98 Echo , tt1e64 (no response found!)
100 98 Echo tele64 (no response found!)
100 98 Echo te1=64 (no response found!)
o 98 Echo ', 509-8/0, ttl-63 (no response found!)
o, . 98 Echo tt1-64 (o response found!) (SendTTLed8, Rounde73)
00 98 cho tt1e64 (no response found!)
100 98 tcha 164 (na response found!)
100 98 Echo #4164 (no responze found])
100 98 £cho teles4 (no response found!)
o9 98 Echo te1e64 (no response found!)
% 109 98 £cho. ttl-64 (no response found!)

378 765325269200 192.168.81.128 00 98 £cho tel-64 (no response found!)

382 775640783000 192.168.81.128 o0 58 tcho tt1u64. (no response found!)

386 785.527668600 192.168.81.128 100 98 tcho 5equ8/8, ttle64 (o response found!)

190 795.638611908 192.168.81.128 100 38 fcho (ping) request ide@xldde. scqs0/0, ttls6d (no response found!)

Frame 267: Packet, 98 bytes on wire (764 bits), 98 bytes coptured (784 bits) on interface \Device\NPF_(GEFCCA87-50DF-408F-9353-C667CBO02F17], 1d O
:95 (80:6c:29:5c:87:95), Dst: Viware_c9:00:81 (09:50:56:c9:00:81)
81.128, Dst: 1.0.0.1

}: - Tuvas

whdEfEg urdryssA
8qSu]

HpPKP4T BX157550

w
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ejaede

@ Import Results Summary

L

roject File Name:
[Last Modified:
Readonly:

Program Name:
[Language ID:
[Compiler ID:
Processor:

[Endian:

Ihddress Size:
Minimum Address:
Maximum Address:

of Bytes:

of Memory Blocks:
of Instructions:
of Defined Data:
of Functions:

of Symbols:

of Data Types:

of Data Type Categories:
(Compiler:

[Created With Ghidra Version:
[Date Created:
[Executable Format:
[Executable Location:
[Executable MD5:
[Executable SHA256:

ECE T N R R e T

Relocatable:
SectionAlignment:

Preferred Root Namespace Category:

Tadeecce3b02225454598564d34859497
Thu May 21 03:28:39 FDT 2026
false
Tadeecce3b02225454598564d34859497
x86:LE:32:default (4.6)
windows

xB86

Little

32

10000000

1050S£ff

5267456

[

[u]

87

5

13

36

3

visualstudio:unknown

12.0.4

Thu May 21 03:28:11 FDT 202é&
Portable Executable (PE)

fC:/sampleTades/Tadeecce3b0222545d598564434855497

Tadeecce3b0222545d598564d3485997

cdecdgalcedBécc3bélcedclE23diBcdd0T7e0874178904d8%ccS046c64
file:///C:/sampleTadee/Tadeecce3bl222545d4598564d34559572M0)

false
4098

Additional Information

Loading file:///C:/sampleTades/Tadeecce3b0222545d45598564d3455997MD5=Tadeecce3b0222545459356

Searching 29 paths for library EKERNEL32.DLL...

Loading file:///C:/Windows/SysWOWE4/kernel32.dl1?MD5=dc64£ff8bEb573558192e17£651697a747...
Created exports file: C:\Users‘\analysisdynamic‘\AppData‘Roaming\ghidra‘\ghidra 12.0.4_ PUBLICY

Library not saved to project.

notepad++
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Program Tree X

ang Symbal Tree

o Pl X

I

ﬂxl = 57 Imports

n E—J--L;j] KERMEL32.DLL

T - f. CloseHandle

g f CreateFiled

D . CreateProcessA
f.  FindResourced
. LoadResource
f. LockResource

=N W -iz=ofResource

>F’ hModule

&)

. g

8 CodeBrowser: reverseTadee:/Tadeecce3b0222545d508564d3485997
File Edit Anslysis BSim Graph Navigation Search Select Tools Window Help

L M

ampilan Symbo pada sampel 1

ejaedjer aban Jiudaiijod Mijtw eadid yjeH &

Ble-=-

*BER2BRE|JOQIDULFYB-

e - -

[ OVvRS =& CG.0BP 0|

[oomames
B

[=] @! TFadeecce3b0.
Headers
Jtext

rdata
.data

1IN} eAaed] ynanjas neje ueibeqgas diynbusuw Gueaejiq "L

mij@li]@@

=-[5a Imparts

B @ KERNEL32.DLL

J2quins uedjanga2Auauw uep ue)juwnijue>uaw edue)y

—

NEGER!
JAKARTA

4  1pFilem

R
L S Y

L ISR T NED

D T e e e
POINTER to EXTERNAL FUNCTION .
AR R AR KRR Ak A kAR AR A A AR AR A R AR ARk
1l CreateFi
<RETURN>

% XRefs to 10002008 [CodeBrowser: reverse7ades:/Tad..
Edit Help

& WX

i
1000107¢

Label Code Unit

CALL dword ptr [-.. .

1pSecuris
dwCreatis
dwFlagsht
hTemplate
<<not boi
A 10002008

KERNEL32.D

STEREEREsL

POINTER
STERREREsL!

1 SizeofRes

fs) pada sampel 1
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F* WARNINC

undefined!
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undefing
undefine
undefing

if (par:
if (0
DT
gotc
1
LAE_ 100011
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2lse |
LAE_ 100011
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Q CodeBrowser: reversefadee;7adeecce3b0222545d598564d3485997
File Edit Analysis BSim Graph Mavigation

Search Select Tools Window Help

Ble& = -  BPREPRR|l0IDULFVE- @49 - | O/EYEDC .=

| CEE—— L IESL AL TIC BE
@ & BOOL _ stdcall CreateProcessA(LPCSIR lpApplicationName, ...
B[ Tadeeccedhn ERX:4 <RETURN>
@ Headers Stack[0x4]:4 IlplpplicationName
B et Stack(0d ¢l ¥Refs to 1000201c [CodeBrowser: reverseTadesyTad. — 0O X
<[ .rdata r.. Stack[03 =
@ «data [... Stack[D Edit Help
@ e SEﬂCkfoj ®, ¥Refs to 1000201c - (7a4escce3b0222545d5 G X | = & EIX
Stack[0:
Stack[01| B Label Cade Unit Ref Type I =
Program Tree X Stack [0 100010f3 CALL dword ptr [-... Read
E—— > i
P... Stack[03 |
EaN ] 102 Creat |
la Imports PIR_Create 0010
) KERMEL32.DLL —1 00 addr
@ § CreateFileA 22 =
= £ 22
22
22
-
| AP
= 5 :
EEREEEEE ST
B DataType...| v_X .
Lampir 7'&17'lillf\‘g¥reateProx\pada sampel 1
e Ay s m m W
‘ CodeBrowser: reverse/adeey/7adeecce3b0222545d59856443485997 — O
File Edt Analysis BSim Graph Navl ‘Mmlmwnlcmsmmhlwﬂﬂ.. - o X
Bl e BPRRRE e R
. 2 == o & ?
BQ..‘.O.O..}‘.It Sx‘glﬁ.‘x»
e o ¢ x
|g b b 10001077 PUSH DAT_10003038 Data Data...
o= 1000102 PUSH DAT_10003038 Data _
— J 10001123 PUSH DAT_10003032 Data
003028
‘'mssecsvey
B=:
.
ada sampel 1
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M Codetronmen ReddbcSA,/4dbe S40ed22c83517HS068ba58da 383
File Edit Analysis BSim Graph Navigstion Sesrch Select Tools Window Help

H a-=-

BEREBERE JOCIDULFVYE- G - OVEIOBG.L089 &~

ﬁ [
RS P @[
j=y

10001047 S
10001Ca€ Se
100010a% s | =~
10001082 <3

R T

FUN_100010ab(void)
d
BOOL EVarls
int 1Var2;

LPSIR *pplVard;
_STRRTUPINFOA local 59;
ToncEee

lecal_l4;
- o X
= (HANDLE) 0x07

(HANDLE) 0x0:

X =W A& X|sa-o:

c -0
£.1pReserved:
iVarl !s 0; Var2 @ (Var2 + -1) |

0x0;
B3 ¢ 1:

x ] Functions X

] CodeBrowser: Reddbc54./44bc5A0ed22c835

[s— o
|5 (D 49c50ed22c835175068ba58da 38
Headers

17{5068ba58da383

File Edt Analyss BSim Graph Navigation Search Select Tools Window Help

= BPREERPE JOCIDULFVYE: 44 w-a O/ERIOaGL0BO 03

.iran :’T‘w\a\pé\intih ekse\\iexe pada sampel 2

10001136

CALL FUN_100010ab UNCONDITIONAL CALL

ae | €
RD S (P @G- i
TA | 2bndefinedd FUN_100010ab(void)
100010a7 S¢ 3
10001048 Se 4
10001088 58 T, B
100010aa c3 € :
7| LPSTR *ppcVari:
w. B g STARTUPINFOR local S8
— BOATEER TMENOMATION local 14y
4 Location R Provider [ Ref = n A
= (HANDLE)Ox0:
i m_u_j* (HANDLE) 0x0;
0% X uW A X0
o Dy Labd  Codeumt Context gd = 0;
56.1pReserved:

: iVarl !s 07 iVar2d = {Vazl ¢ -1) {
0x0:
¥3 4+ 1:

References to FUN_1000... X  References to FUN_1000... X

) % ) Functions

INER

@ :

JAKARTA
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